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3aTBepakeH1 Haka3oM JIsBiBchbkoro HYTI 8i0 28.02.2025 poxy No 140/k-c.

2. CTpok mogaHHs CTyAE€HTOM poOOTH 8 epyous 20235 poky

3. Buxigni gaHi 1o poOoTH:_Oamacemu QoMeHHUX imeH 0l hopmyeanist 8ubipox
aecimumnoco ma DGA-mpaghixy, 3o0xpema nepeinix oomenis Alexa Top Sites i nabopu
DGA-0omenis i3 siokpumux _oxcepen 360 Lab ma Bambenek Consulting. Onucosgi
Mamepiany_uooo _aicopummie _2cenepayii _oomenie i _nioxo0ie 00 IX 6useIeHIs
MemooaMu Mawunno2o Hasyanns. Haykoso-mexuiuna aimepamypd 3 kibepbesnexu i
ananizy _mpagixy 10T, a _maxodc ooxymenmayis._ 00 GUKOPUCIMAHUX NPOCDAMHUX
sacobie i _Oibniomex (Google Colab, Python, NumPy, Pandas, Scikit-learn,
TensorFlow/Keras, Matplotlib/Seaborn) ons_peanizayil, nasuyanus_ma_OyiHO8AHHS
Mmooeel posniznasansi DGA-oomenis.

4. 3MmicT PO3pPaxXyHKOBO-TIOSCHIOBAJIbHOI 3aMMCKH (TIEpENiK THUTaHb, SKI MOTPIOHO
PO3pPOOHUTH)
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1. Teopemuuni 3acaou inmepnemy peyeti ma oesnexu loT-mepeaic

2. Aneopummu cenepayii 0omenie ma mMemoou ix posnizuasauisi 6 lo1T-ymepesicax

3. [Ipoepamua peanizayis mexnonoeii ananizy DGA-mpaghixy y mepeacax o1’

4. Oxopona npayi ma b6e3nexa 8 HAO368UYAUHUX CUMYAYIsIX

5. Exonomiuna ecpexmusnicme

Bucnosxu

Chucor 8UKoOpuUCmanux oxcepe
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. 31.05.2025
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3 IIpoepamna peanizayiss mexnonocii ananizy DGA- | 01.06.2025 —
mpadpixy y mepesicax loT’ 30.09.2025
4 Po3zenso numans 3 oxoponu npayi ma 6eznexuy | 01.10.2025 —
HAO3BUYATHUX CUMYAYIAX 20.10.2025
5 Oyinxa ekoHomiunol eghekmusnocmi nputinamux | 21.10.2025 —
piuterv 15.11.2025
3asepuienHsi 0opmiIeHHS PO3PAXYHKOBO-
6 | nosachiosanvbHOl 3anUCKYU Ma NPe3eHMayiino2o 16.11.2025 =
nanp g 30.11.2025
mamepiany
7 3aseputennsi pobomu 6 yiromy. Iliocomoexa oo | 01.06.2025 —
saxucmy keanigixayitinoi pobomu 08.12.2025
3n06yBa4 Xowm sk H. FO.

KepiBHuk pobotu

( migmuc ) (npizBHIIe Ta HILiATIH)

IImawnuxk B. B.

( migmuc ) (npi3BHIIe Ta iHIiI[iadN)
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VK 681.521 / 681.518

3acTocyBaHHS METO/IB MAIIMHHOTO HAaBYaHHA IS aHAJ13y Tpadiky B Mepekax
IoT. Xowm’sx H. HO. Kadenpa indopmamiitnux texnojorii — JlyOmsuHu,
JIpBiBCchKHiIt HYBMB im. C.3. I'xunpkoro, 2025.

Ksamigikamiitna podota: 75 CTOPIHOK TEKCTOBOI 4YacTHUHH, 27 PHUCYHKIB, 5

tabauik, 17 mxepen mreparypu, 4 10JaTKH.

Mema reanigixayiiinol po6omu MoaATae y aHajizl Ta po3podIeHHI mMaxoay 13
3aCTOCYBAHHSAM METO/IB MAIIMHHOTO (30KpeMa INIMOMHHOTO0) HaBYAHHA IS aHAlI3y
MepexxkeBoro Tpadiky B loT-mMepekax 1 BHABICHHS aHOMAJIbHOI/IIKIAIHBOI
aKTUBHOCTI, a TakoX Yy MojemoBanHl pobotu loT-mepexi Ta OIIHIOBAHHI
¢(PeKTUBHOCTI 3aMPOIOHOBAHOI'O METOTY.

006’ exmom  Oocnioncennsi € By3nu Mepexi loT, mobynoBani Ha OCHOBI
MIPUHITAIIB 1€PapXIYHOi B3a€MO/IIi, Ta MPOIECH OOMIHY JaHUMHM M1 HUMH.

IIpeomem OocnioxncenHsi BABYAE METOIU Ta MOJEII MAITHHHOTO HABYAHHS IS
anamzy loT-tpadiky (BumiteHHS O3HaK, Kiacu(ikarlis, BUABJICHHS aHOMAJIIH) 3
ypaxyBaHHAM pecypcHuX oOMexeHb loT-mpucTpois.

VY xBamdikariinii podOTI TpoaHani3oBaHO OararopiBHEBY apxiTekTypy loT,
JOCII/HKEHO TIIXOAW J0 BUABIICHHA aHOMajbHOTO TpadiKy Ha OCHOBI MOJENCH
rMOOKOTO HABYAHHSA Ta CHUCTEM IHAWKATOPIB, PO3POOJIICHO METOM BHUSABJICHHS
aHOMAJTBHOI TTOBEIIHKA B CCHCOPHUX MEpekax;, 3MoAe/IboBaHo poboty loT-mepexi Ta
MPOBEICHO OIIHIOBAHHS 3aITPOTIOHOBAHOTO PIMICHHS.

Kmrouosi caosa: Intepuer peueit (IoT), mepexesuit Tpadik, aHOMaIbHHUI
Tpadik, BHIABICHHA aHOMaiH, kibepOesneka loT, mammHHE HaBUYaHHS, TIIMOWMHHE

HaBuYaHHsA, HeHpoHHI Mepexi, DNS, DGA.
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BCTYVII

besgporosi  cencopui  mepexi  (BCM)  BBaxkaroThca — OAHIEID 3
HAWUTIEPCTICKTUBHIMIUX TEXHOJIOT1H JJI TPOEKTYBAaHHS aBTOMATH30BAHWUX CHCTEM
KEpyBaHHS, MOHITOPHHTY Ta CIOCTCPEKEHHS 3aBIAKW TaKUM TIepeBaram, sK
MOOUTBHICTh, CAaMOOPTaHI3aIllsA, IMBHUIKE PO3TOPTAaHHA Ta MOXKIIUBICTH TOOYIOBH
TAMYACOBUX MEPEXK Yy MICILIX, 1€ TPaaulliiiHy KaOelbHY 1H(QPACTPYKTYyPY BaXKKO
MPOKJIacTH abo ii po3ropTaHHS € €KOHOMIYHO HEAOMITFHAM. Taki Mepexi 0COOIHMBO
eekTuBHI M1 poOOTH Ha PO3raayKeHHX 00 €KTaX, Y BAXXKOAOCTYIHHX 30HAX 1 B
yMOBaX, KOMHM KOH(Irypalis CHCTEMHW YacTO 3MIHIOEThCA abo moTpedye
MaciuTadyBaHHS 0€3 CYTTEBUX BUTPAT HA MOHTAXK.

besnporoBa cencopna wmepexka (BCM) ckmamaeTbes 3 TPymu CEHCOPHHX
npuctpoiB (CII) Ta komyramiiiaux By3nis (KB), 3’eqHannx 6e3a4poToBUMHU KaHAIaM U
3B’s3ky [9]. JlkepenoM maHWUX y CEHCOPHIA MEpeXl € JaTd’KH, SKi (PIKCYIOTh
BAMIPIOBAHHS TMapaMEeTPIB HABKOJMIIIHBOTO CEPEIOBHUINA, TaKWX SK TEMIeparypa,
BOJIOTICThH Ta OCBITJICHICTH, @ B MIPUKJIAAHUX CIICHAPISIX TAKOXK THUCK, BIOparlii, piBeHb
ra3iB 4d HapaMeTPH CHEProCIoXKUBaHHA. J[aTynku B3aeMOIIIOTH OJUH 3 OJHHM 13 KB,
HaMpUKJIaA  MapimpyTtu3aTopamMu a00 MDII03aMH, YTBOPIOIOYH  PO3MOAUICHY
CaMOOpPTaHi30BaHy CHUCTeMYy s 300py, TEpBUHHOI OOpoOKM Ta TmepeaaBaHHSA
OTPUMAaHUX JaHHUX JI0 BY3JIIB BUIIOTO PIBHS 200 CEPBEPHUX KOMITOHEHTIB.

PosmoaineHicTs 'y 1bOMY KOHTEKCTI O3HAYa€E TMPOCTOPOBE PO3MIMICHHS
npuctpoiB bCM Ha TeBHIM TEPUTOPIi, MO AA€ 3MOTY TOKPUBATH BEJIMKI TUIOII Ta
3abe3medyBaTd THYYKICTh TIpH 3MiH1 Tomosorii. Camooprasizaiis O3HaJae, 1o
npuctpoi BCM M0XKyTh CaMOCTIHHO 11eHTH(DIKYBATH OAWH OJHOTO Ta 3HAXOUTH HOBI
IUISIXW TIEPEIaBaHHs JaHUX y pas3l BUXOMY 3 Jaay OyJb-sSKOTO BY3Ja, MIATPAMYIOUH
Mpare31aTHICTh MEPEXKI 32 PAXyHOK MapIIpyTH3aIlli uepe3 albTepHATHBHI By3/1H. Taka
BJIACTUBICTh € KPUTUIHOIO ISl CHCTEM, JI€ YaCTHHA €JIEMEHTIB MOXE TPAIIOBATH B1J
Oarapeii, MepIOAUIHO TIEPEXOJIUTH Y PEKHM CHY ab0 OyTH i BIUTHBOM IEPEIIKOJ 1

HecTaOLIRHOTO pajlioKaHaYy.
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KmodoBoto ocobmusictio bBCM € Te, mo BOHHM HE MOTPEOYIOTH MPSMOTO
BTpyuanHs joguau [15, 17], ockiuibkr OCHOBHI (yHKII BHUSBICHHS TOIM,
nepeaBaHHs MOBIIOMJICHb Ta TATPUMKH 3B’ A3HOCTI BUKOHYIOTHCS aBTOMAaTHYHO HA
PIBHI MPOTOKOJIIB 1 JIOTIKK BY3/11B. MeTtoan moOynoBH BUMIPIOBAJIBHUX CHCTEM Ha
ocaHOBI bCM akThBHO pO3pOOJSIOTHCS BUSHUMHU Ta 1HXKCHEPAMHU B)KE TIOHAJ IECAThH
POKIB, IO CITPUSIIO MOSAB1 THTIOBUX apXITEKTYP, TIXOIB 10 CHEPTOOIIAIHOT B3aEMO 11
Ta CTAHJAPTHHX MEXaHI3MIB azapecarii W mapmpytu3ami. BCM ckimamaroTees 3
MPOCTUX, KOMITAKTHUX TPHUCTPOiB, TMPU3HAYECHUX JUIsI OOMIHY KOPOTKHMH
MOBIIOMJICHHSAMH, HAIPHKIIAT IIOXKEKHUX CIIOBIIIYBadiB, CEHCOPIB pyXy abo
ABTOHOMHHMX BUMIPIOBAYiB MIKPOKIIIMATy, OJHAK 13 PO3BATKOM MIKPOEICKTPOHIKA
TaKl By3Jd OTPUMYIOTH IITHPIIN MOKIHBOCTI JIOKaIbHOT OOPOOKH JaHUX 1 MIATPUMKH
JI0JTATKOBHUX CEPBICIB.

Hacrynmaum eramom po3sutky BCM e Iatepner peueii (IoT), sxuit dhopmye
THTENIEKTyaJIbHY CHCTEMY Ha OCHOBI I1HTErpamii CEHCOPHUX BY3J1B, BHKOHABUMX
MPUCTPOiB, TUTO31B  Ta  xMmapHmx/mepudepiiianx  cepsiciB.  «Po3ymHa»
¢dynakmionanbHICTs [0T 3HAYHOIO MIPOIO 3aJICKUTH Bil KOHKPETHOTO TPHKIATHOTO
3apmaHHs, ajie 3arasioMm loT 3abesmeuye MIMPOKHIA CIEKTP CEPBICIB. KOHTPOJIb
nmapaMeTpiB  HABKOJIMITHBOTO  CEPENOBHUINA, Oe3meKy 00’ €KTiB, KepyBaHHA
TEXHOJIOTIYHUMHU TIPOIECAMH, MOHITOPUHT CTaHY MAIIEHTIB, MIATPUMKY «PO3YMHHUX
OyauHKIBY TOMmO. BomHOYAcC 3pocTaHHA KUTBKOCTI MIJKITIOUEHUX TPHUCTPOIB 1
PI3HOMAHITHICTh ITPOTOKOJIIB B3a€EMOIi IMABHIIYIOTh BHMOTH J0 HaIIHHOCTI
nepeIaBaHHs, 3aXUCTy KaHAITIB 3B’ 43Ky Ta KOHTPOJIIO MEPEKEBOT MOBEMIHKH BY3JI1B.

Ile mocmimkeHHS CHPSAMOBAHE HA aHAJI3 METO/IB BUABJICHHS aHOMAJIbHOTO
tpadiky B loT 3 ypaxyBaHHSIM 0OMEKEHHX PECYPCIB MPUCTPOIB Ta KOPUCTYBAUIB, a
TaKOXX CIeru(IKA 1€papXidHOi B3aeMOli MK CEHCOPHHMH BY3JaMH, IIIIO3aMH 1
cepBicaMu 0OpoOKH TaHUX. AKTYaJIbHICTh TAKOT'O MIX01y 3yMOBJICHA THM, 1110 HABITh
HE3HAUHI BIAXWJICHHS B MEPEKEBIH aKTUBHOCTI MOXYTh CBUIYATH TPO
KOMIIPOMETAIIIIO0 TPHCTPOIO, MOMUIKH KOH(QIrypamii abo HECAHKIIOHOBaHI CIPOOH
JOCTYITY, a TPAJHIIHHI METOAW KOHTPOJIIO YacTO € HAJATO PEeCYPCOEMHUMHM IS

3aCTOCYyBaHHS Ha TepudepItHUX By3JIax.
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PO3/L1 1
TEOPETHUYHI 3ACA/IN IHTEPHETY PEYEIl TA BE3IEKHU IoT-MEPEK

1.1 Apxitektypa loT-mepexi: ceHCOpHI Ta BHKOHABYI NPHCTPO],

TeJIeKOMYHIKaliiiHa iepapxia

Mepexa IaTepHery pedei €  AMHAMIYHOIO  amapaTHO-MPOTPAMHOIO
€KOCUCTEMOIO, V AKIH CEHCOPHI Ta BUKOHABUl BY3JIM, KaHAJM 3B 3Ky W CEpBEpHI
KOMIIOHCHTH CHUIBHO 3a0e3meduyioTh 301p, IepeaaBaHHsA Ta oOOpoOKy JaHHX.
[Tommpenns aBToHOMHMX (OaTapeHNX) MPUCTPOIB POOWUTH KPUTHYHO BAKIWBHM
CBOE€UACHE BUSBJICHHS aHOMalbHOTO Tpadiky, MO MOXe OyTH CHpUYUHEHUN
mkigmaBuM 113 Ta mpusBoauTh 10 3aliBOro eHeprocmnokuBaHHsa Bysaamu loT [2].
Exocucrema IoT oxommoe ceHcopu W BHKOHABYl MEXaHI3MH, TEIICKOMYHIKAMIAHY
1HDPaACTPYKTYpy, OOUHCTIOBAIBHI/XMAPHI CEPBEPH Ta MPOTPaMHE 3a0€3MEeUSHHS I
MPOTOKONIB OOMIHYy, 30epiraHHd ¥ aHamidy JaHUX Ta MIATPUMKH aJTOPUTMIB
npuitHATTS piteHs. By3nu [oT 3a3Buyaii moauiaroTh Ha JATYWKH, BHKOHABY1 MTPUCTPOT
Ta BY3JIM 3’ €AHAHHA (arperaropw/xadu, NUTIO3W, MApPIIPYTH3ATOPH), K1 (HOPMYIOTH
IIUTICHY CTPYKTYPY B3a€MO/TIH.

Tunoa cTpykTypa CEHCOPHOTO MPUCTPOIO MICTUTH OJWH a00 KiJTbKa JATUHKIB,
MOy IEPBUHHOI 00pOOKH Ta 1HTEepdeiic B3aeMo 1l 3 THIMMMH BY3JIaMH. SIK MMOKa3aHO
Ha pucyHky 1.1, cWrHagm 3 JaTYMKIB TEPETBOPIOIOTHCS 3 aHAJOroBOi (opmu B
mudpoy 3a momomororo AIIll, micist woro oOUYUCTIOBAIRHUN MOAYJIh BHUKOHYE
¢dbupTpamiro, ¢opMaTyBaHHS KOPHUCHWUX JaHWX 1 iX 3amuc y mam’ saTh. [lpuiimau
3abe3neuye OOMIH 13 3OBHINIHIM CEPEHOBUINEM 1 3a3Buuaii mae Oydepwm
pUAMaHHS/TIepeIaBaH s, 3a TOTPeOH 10 ckitaay iHTerpyoTh GPS-Moxyns. CencopHi
BY3JIM YaCTO XKHUBJIATHCA BiJl 6aTapei, TOX TEPMIH iX CITyKOM IepeayCciM BU3HAYAETHCA

pexxuMamMu poOOTH PaIiOMOYyJIA Ta 00CATOM 0OMIHY JaHuMU [8].
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Pucynok 1.1 — CtpykTypHa cxemMa CEHCOPHOTo MpUcTporo IHTepHETY peueit

Mepexi MOHITOPUHTY 3a3BWYail OymyIOTHCS ISl CIIOCTEPEKEHHSA 3a CTAaHOM
00’€KTIB, EKOJIOTIYHMMH yMOBaMH a00 KOHTPOJILOBAHWMH 30HAMH ¥ YacTo €
OJTHOPITHAMH 32 (PYHKITISIMHA Ta €HEPTOCTIOKUBAHHIM BY3JTiB. BogHOUac y MeIMIHUX
Mepexax TOpPTaTUBHUX ceHcopHux mnpuctpoiB (WBAN) mopsan 13 ceHcopamu
BHKOPHMCTOBYIOTh BHKOHABUl MEXaHI3MH, 3/IaTHI BINIUBAaTH HA 00 €KT BHMIPIOBAHHS
(pucynok 1.2). Kontponepu ¢GopMyroTh KOMaHAM I BUKOHABYMX MPHUCTPOIB,
apXx1TEKTypa SKAX MICTUTh aKTHBHI €JICMEHTH B3a€MOJIT 3 CEPEAOBHINEM (HATIPHKIIA,
CHUCTEMHU JTI030BAHOTO BBEJACHHS JIIKIB). Y TaKAX MEPEXKaX MPUCTPOi MOKYTh MaTH Pi3HI
3a/1a41 Ta P13HI CHEPreTHYHI PECYPCH, IO BITMBAE HA OPraHi3aiio 0OMIHY JaHUMU Ta

MOJTITUKH €HEPTO30EPEKCHHS.

'_“_ __________________ il BukoHaBuuii
I npucTpin
BukoHaBuuii npucTpiit O6uucnoBay
[Mpouecop
;i = KoHTponep A
AKTHBHWI
EnemMeHT < ‘—'I'IpMVIHHTI'ﬂ ‘—‘ I'laM'FlTb
=1 pileHs

I Brok XusneHHs l

Pucynox 1.2 — ®dyHkirioHajpHA CTPYKTYpa TOPTATUBHOTO BUKOHABYOTO MPUCTPOIO
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Opranizamiss ~ TenekoMmyHikamiinoi  iHGpacTpykrypu [oT  BH3HadaeThCs
MacmTaboM OKPHUTTS Ta CKIQIHICTIO 3a1a4. Ha BiaAMiHy Bix TpaaumiianX Mepex Wi-
Fi/WiIMAX, xutteBuii 1uki ceHcopHux loT-Mepek 3HAUHOIO MIPOIO 3ada€ThCS
€HEPrOCTIOKMBAHHAM TI/T 9YaC MapIIPyTH3aIlii, IepeaaBaHHs/IPpUAMaHHa Ta 0OPOOKH
naaux [16]. Tomy eneproedexTuBHICTh M 4Yac OOMIHY 4YacTO JOCSTAETHCA
3MCHIIICHHSIM KUTBKOCTI OTepariiii 1 3acTocyBaHHSAM OararoeTamHoi (1€papX14Hoi)

B3aEMO/I11, IPHKJIAJ K01 HAaBEICHO HA PUCYHKY 1.3.

KopnopaTtuBHa mepexa,
abo iHTepHeT

FN

h 4

Mepexa 3B'a3Ky

CeHCcopHWA/BUKOHABYMIA . MpUCTpIii 3aranbHoro
e MpucTpii 360py AaHUX
MpUCTpInA npusHa4yeHHA
Mo, A A
v
MpucTpiid

Hociih gaHux
v nepeHocy AaHux

Di3NuHi peui Di3nuHi peui Di3nuyHi peui

Pucynok 1.3 — B3aemomis p1zaux tums loT-ipucTpois 3 dizuuaumu 00’ ektamu
y p pHUCTP

Ha amxabOMY PIBHI CEHCOPHI MPUCTPOi 00’ €THYIOTHCSA B KJIACTEPH, TOJIOBHUH
BY30J1 arperye Aafi, GopMye MaKeTH Ta MePeaac ix 0 MapIIpyTH3ATOPIB, STKI MOXKYTh
OyAyBaTH CITYACTY TOIOJIOTIIO ¥ MIATPUMYBATH 0araTropiBHEBY JOCTaBKY MO MLIIO3Y.
[IImo3 3a6e3nedye BuXimHUM 1HTEPPEHC 10 TI00aTEHOT Mepexi (30KpeMa XMapHUX
o0umnCieHb). Y MeEKax TaKoi apXITeKTypH BHUAUIAIOTH THIIOBI MOJENI B3a€MO/III:

«mpuctpii-npuctpiity (D2D) ycepenuHi ceHCOpHOT MEPEXi, «IPUCTPIH—CEPBEPH
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(D2S) y mapammurmi kmieHT/cepBep Ta «cepBep—cepBep» (S2S) mas oOMiHy MIiXK
€JIEMEHTaMH CePBEPHOT 1H(PACTPYKTYPH.

Kiacrepusaitist € KIFOYOBUM MEXaHI3MOM MacITa0yBaHHS: KUTHKICTh KJIACTEPIB
He 0OMekeHa, a BUOIP TOJIOBHOIO By3Ja IPYHTYEThCA Ha OallaHCl €HEProCIIOKHBAHHS.
Jlns iuporo 3actocoByroTh anroputmu LEACH, PEGASIS, TEEN Tomio [2]. 3okpeMma,
LEACH Bukonye nepiogndHy (payHAOBY) POTAIlii0 TOJOBHUX BY3JI1B 1 OPTaHI30BYE
ceancu 3B’s3ky 3a TDMA; PEGASIS dopmye naniorn By3imiB 13 mepeaaBaHHAM
y3araJibHeHUX JaHux g0 BysmiB Bumoro piBasg; TEEN mnepemae mani nwme 3a
JOCSITHCHHSI TTIOPOTOBHUX 3HAYECHB. Y MEXaX PayH/y TOJIOBHHUI BY30J1 MpUMaE AaH1 Bij
YJICHIB KJIacTepa, 00pobJsie Ta mepecuiae iX HIMAM TOJIOBHHUM BY3JIaM 1/a00 MUTI03aM,
110 BUMArae miaBUINEHUX eHepropecypceis. s popMmyBaHHS KiTacTepa Ta OIIHIOBAHHS
3B’SI3HOCTI MOK€ BHKOPHCTOBYBATHCA 1H(OpPMAIIiS PO PIBEHb MPHHHITOTO CHTHATY
(RSS): Boma pomomarae OpIEHTOBHO OIIHUTH «BIJAAIICHICTHY BY3JIIB 1 Hadall

HAJIAINTyBaTH MMapaMeTPX MEPEKl Ta PO3KIIa] IIepeAaBaHHs JaHUX

1.2 IIporokosm Ta apxitektypHi moaei loT

Jlist  3abe3nmeueHHs 3B 3Ky  MDK  loT-mipucTposMH,  CEpBEPHOIO
1H(QPACTPYKTYPOIO Ta KOPHCTYBauyaMW 3aCTOCOBYIOTH CIICIIaII30BaH1 TPHUKIIAIHI
nporokonn. 3a cheporo Blaemomii By3aiB BuauLiioTh: DDS (D2D), CoAP 1 MQTT
(D2S), XMPP ta STOMP (mepeBaxuo D2S), AMQP (S2S) [2]. Lli mporokonu
OpIEHTOBAH1 HA POOOTY B PEKUMI, HAOIMKEHOMY JI0 PEaJbHOTO Yacy, 1 MATPUMYIOTh
MEXaHI3MH MyOIKAIli—IAMUCKA, 0 A€ 3MOTYy MacmrTadyBaTH MEPEKY HO THCSU
I IKTFOYCHUX TIPUCTPOIB.

DDS (Data Distribution Service) BukoprcToBye Mozaenb publish/subscribe ms
MepeaBaHHsd  JIaHWX, CTaHIB 1 KOMaHJA MDK KIHIEBHMH By3damu. Jladi
OpPraHi3OBYIOTHCA 3a TeMaMu (HAMpUKIIQA, TEMIepaTypa 4d MICIE3HAXOKCHHS), a

B32EMO/TIA BIAOYBAETHCS 0€3 )KOPCTKOT IPHB A3KH «XTO KOMY» (AHOHIMHA MOJIEITB ), IO
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CIIPOIIy€ CaMOOPTaHI3aIlI0 Ta MacITadyBaHHA MEpexki 0e3 HeoOX1THOCTI 3MIHIOBATH
13 mpu 3mini ckimaxy npuctpois ado kopuctysauiB. CoAP (Constrained Application
Protocol) npusHauenuii ajis peCypCcHO-0OMEKEHUX MPUCTPOIB; BIH KOHIENTYAJbHO
omuspkuit 1o HTTP, ane BukopuctoBye npiiikosuii gopmar 1 UDP, mo 3menmye
cryx6oBuii  Tpadik. Y CoAP posmiisiore  piBeHb  TpaH3akimiii  (0OMIH
MOB1JOMJICHHSIMH ) Ta PIBCHD 3aMMT—BIATIOBIIb (KITIEHT/CEPBEDP), @ CaM TIPOTOKOJT MOKE
MOEHYBATACA 3 IHIIAMHA KOMTIOHEHTaMH MepexeBoro creky. MQTT (Message
Queuing Telemetry Transport) 3acTocoByeThes ajia 30MpaHHS TEIeMETpli Ta
BITAJICHOTO MOHITOpPHUHTY, mpamioe moepx TCP 1 0asyeTbcs Ha apXiTeKTypi
«KmeHTA—OpoKep» 13 publish/subscribe, ne Opokep kepye yepramu il JOCTaBKOIO
MOBIIOMJICHD 3a TomikamHu. HamifiHicTh 0OMIHY BH3HaYaeThesa piBHeM Qo0S: Bif
oe3miaTBepKyBabHOI moctaBku (QoS 0) g0 pexuMy 3 TapaHTIEID OAHOPA30BOi
noctaBku (QoS 2). XMPP e pozmmproBaHuM TIPOTOKOJIOM 0OMIHY TIOB1LAOMJICHHAMH
Ha ocHOBI XML (TCP) 1 uacriiie 3acTOCOBYEThCS B MEHIIUX MEPEXKax, 30KpemMa B
3a/1auax BHYTPIITHROTO OCBITJICHHS Ta KJIIMaT-KOHTPOJIIO, HA MPAKTHIIL I B3aEMOIIT
«sumaserb—opokepy Haumommpenini CoAP, MQTT 1 XMPP. Bubip konkpeTtHOTO
MIPOTOKOJTY BH3HAYAETHCS MPH3HAYCHHAM MEPEXl Ta ymMoBamu ekcruryatari: MQTT
YaCTO BUKOPUCTOBYIOTH /ISl EHEPTOMOHITOPHHTY, KOHTPOJTIO TTApaMETPIB CEPEOBHIINA
Ta CHCTEM KepyBaHHSA OCBITIICHHSAM, TOoMl K CoAP € TumoBHM s CICHApIiB
«PO3YMHOTO OYJUHKYY.

Jina  y3rojokeHHs ~ OOMiIHY  TEKCTOBMMH  TOBITOMJICHHSIMH — MIXK
pizHOTUIaTOpMHNME KoMTIOHEHTaMH 3acTocoBYIOTh STOMP (Simple Text Oriented
Messaging Protocol). oro nepesara nosrae B IpOCTOTi Ta HAABHOCTI peai3altii as
6araTr0X MOB 1 OPOKEPIB, 10 TOJIETTIIYE IHTETPAIIIO KIIIEHTCHKOTO Ta cepBepHoro [13.
Ha sBigminy Bim MQTT, skwmii mnepeBaxHO OpIEHTOBAHWN HA  B3aEMOJIIIO
«mpuctpoi/cepsep—Opokep», STOMP bacTo BHUKOPHCTOBYIOTH SK YHIBEPCAJTbHUN
«KJICH» MK cepBepoM 1 OpokepoM. Jlis B3aemomiii Ty «cepsep—cepsep» (S2S)
nommpenuit AMQP (Advanced Message Queuing Protocol) — acuaxporHMit TPOTOKOIN
uepr nosinomitenb Ha TCP, mo 3a6e3neuye Hamiitny gocrasky. Moro 6a3oBi CyTHOCTI:

MOBIOMJICHHA (SK OJWHHIA JaHWX), Opokep (mpuiiMae Ta MapHIPpyTH3YE
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MOBIJOMJICHHSA) 1 uepra (HaKOMWYye AaHl 10 MOMEHTY OTPUMaHHS aOOHEHTOM).
MapimpyTH3alis MOXKe BUKOHYBaTHCS 3a cxemMaMH fanout, direct abo topic, a KiieHTH
MOXYTbh UATATH JIaHI 3 KUTBKOX YEPT, M0 3PyYHO M1 CepBEpHOT 00pOoOKH Ta 1HTETparlli
013HEC-TIOB1IOMJICHB.

[TapanenbsHO 3 BUOOPOM MPOTOKOJIIB BAXKIIMBUM acleKToM € apxitektypa loT.
€1uHO1 eTaJIOHHOI apXITEKTYPH HE ICHYE Yepe3 PI3SHOMAHITTS TEXHOJIOTIH (XMapHi,
TyMaHH1, niepudepiiiai oOYMCICHHS, MPOTOBI i OE3APOTOBI MEPEXKl, JOKAIbHI
rinobanbHi [KT-pecypen). Boanouac oxpemi opranizamii crapmaptusamii (OpenFog
Alliance, Koncopmiym nepudepiiianx obuucnenn, mpoekt €C H2020 mF2C)
IIPOMOHYIOTH BJIAaCH1 pe)ePEHTHI MOCITI, K1 CIYT'YIOTh ITa0JIOHAMM i1 pO3POOICHHS
CHUCTEM MiJ KOHKPETHI BHMOTH. KIJIaCHYHOIO BBa)XKAIOTh TPHUIIAPOBY apXITEKTYPY:
(13uuHM piBeHHb (CEHCOPH/BUKOHABYI MPHCTPOI), MEPEKEBUN PIBCHH (IIUTIO3H Ta
ryio0aibHa MepeXka I JOCTABKH TaHUX 0 1HGPACTPYKTYPH OOPOOKH) 1 IPUKIIATHHMA
PIBEHDb (CEPBICH HA KIITAJT «PO3YMHOTO JAOMYY», TPAHCTIOPTY UM CHEPTETHKH ), STKHMA
MEPEBAXKHO PeaTi3y€eThC 3ac00aMu XMapHUX 00uncieHs (pucyHok 1.4). Taka Mmoaenb
3a0e3reuye HACKPIZHY B3aEMOJIIO, aje 3a 3POCTaHHSA OOCATIB JAaHWX 1 BHMOT JI0
3aTPUMOK TOTPeOy€e 3HAUHUX PECYPCIB XMapH Ta MPOITYCKHOI 3JaTHOCTI MEPEXI, a

TaKOX HE ONTHUMI3y€e BUKOpHUCTaHHS (hizuaanx pecypcis [oT.

DI3NYHWA CBIT

IHPOPMALLIMHWIA CBIT

<3 > 3B'A30K MK NPUCTPOAMMW Yepes W3

< b > 38'A30K MiX NnpucTpoAMK Ges wnosa

(]
L]
' 2 @
: >
: »Q

@)
o 7 2 NpucTpiii

. : ‘x“‘&@ Wnioz

: @ @ @isnuHa piy
: ) 7] @ BipTtyanbHa piu
v »@ < 3s'm3ok
' * BigoBpameHHA
;>0
L]

< ¢-» MpAma B3aemogia

Pucynox 1.4 — Konneniris apxitekTypu cuctem [HTepHETY peueit
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Tomy mommpennst HaOyu apXITEKTypH 3 MPOMIKHUMH PIBHIMH, 1€ YaCTHHA
¢dbynkiiin 06poOku Ta 30epiraHHg EPEHOCUTHCA OJIMKYE 10 JpKepena nanux. Jlo Hux
Hajexarb Tuiargopmu npomixkHoro [I3, TymanHi Ta mepudepiitai obunciaeHHsA. Y
XMapHiii mozem o0poOka BiaOyBaeTbes y Bigaamenmx [[OJ], mo 3abe3meuye
MacImTabOBaHICTh 1 MPOAYKTHUBHICTD, ajie 30UThIINyE 3aTPUMKH. TyMaHH1 00UHCIICHHS
peam3yroTh ACTICHTPATI30BAHAN TAX1: JaH1 00POOISIOTHCA OIIMKYE 10 KOPUCTyBada
(HampWKIIa I, Ha JIOKAJFHUX BY3JIax), a cama 1H(PacTPyKTypa MOKE BKITIOUATH BEITUKY
KUTbKICTh Manmux BY3JiB (pucyHok 1.5). Ilepudepiiini oGuucienns ime Outbime
3MEHINYIOTh 3aTPUMKY, BHUKOHYIOUM OO0poOKy Oe3nocepeaHbo MoOanu3y JKepena

JaHWX, 1110 3a0e3Ieuye MBHIITY PEaKII0 CUCTEMH.

KepyBaHHA Mmepexelo AdopaTtku
Aata ueHtp/Xmapa o - i g N Coral
IHTEpHeT " N 3
- ( Bz = NpUCTPOIB
Yac Bigryky tTpaH3aakuiii i j : ]

Aapo mepexi
IPIMPLS, Be3neka,

L J Tucaui
) npucTpoie
J

QoSI/QoE-Driven uac Bigryky DC J = =

. Fad - F
TymaHHa Mepexa (f‘/[ - , ﬁ;‘,
3G/4GILTE/WiI-Fi : p—— = d fecatku
PosnogineHe KepyBaHHnA \1 b i TMCAY
Yac Bigryky B pexumi o | NPUCTPOIB
peanbHOro yacy
Mepexa po3yMHUX 06'EKTIB
Bluetooth, Wi-Fi, Wired MinbiioHu
Yac Bigryky npuUCcTpoIB

MiniceKyHau

Pucynok 1.5 — CxemaTtuuHa MOJIEITh apXITEKTYPH TYMaHHHX OOUMCIICHB
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1.3 Apxitektypu loT Ha ocHoOBi mpomiskHux miaatgopm i TyMaHHHX

004YHCJICHD

Apxitektypr [oT 13 MPOMIKHUMHU PIBHAMH 3aCTOCOBYIOTH JJIA TIABUIICHHS
edekTHBHOCTI OOpOOKM JaHWX 1 PAIliOHATBHOTO BUKOPHWCTAHHS PECYPCIB MEPEKI.
OmauM 13 MAXOMIB € BHUKOPUCTAHHS TIATGOPM MPOMIKHOTO TMPOTPAMHOTO
3abe3neucHHs (puc. 1.6), Kl BAKOHYIOTH POJIb IPOTPAMHOTO THTETPATOPA: TIOETHYIOTh
PI3HI TEXHOJIOT1i, TPOTOKOJIN Ta MPHUCTPOi ¥ 3a0e3MeuyroTh iX y3rokeHy poOoTy B
mexkax eauHoi loT-exocucremu. Taka mmardpopma dopmye «mporeaypHy»
1HPPaACTPYKTYpy, IO CIHPOILye MacimTa0yBaHHS, KEPOBAHICTh 1 IHTETPAIIO 3
30BHINTHIMHA CEPBICAMH.

OYHKITIOHATBHICTH MPOMIKHUX TIATHOPM 3a3BUYAN OXOTUTIOE TMAKITIOUSHHS Ta
HOpMAaJTI3aIiio JaHUX (1ACHTH(IKAIIIO TPUCTPOIB, MATPUMKY TPOTOKOIIB, OC3NEUHMIA
OoOMIH, 3MCHINICHHS IIIyMIB), KEPYBaHHS TPUCTPOSIMH (MOHITOPHHT CTaHIB,
HAJICWJIAHHS KOMaH[, oHOBJIeHHA [13), a Takoxk 00poOKy moiii 1 pearyBaHHA depes
CIieHapii Ta MPOIeCOPH MpaBwil (HAMPHUKIA, OTOBIMIEHHS KOPUCTyBada abo 3aImycK
BUKOHABUMX MexaHI13MiB). J[omaTkoBo miaTdopMu HamaOTh 3aco0M Bizyamizarii 1is
rpadgiuHOTO MOAAHHS MOKA3HUKIB 1 AaHATITHYHI IHCTPYMEHTH, BKJTIOUHO 3 aJITOPUTMaMHU
MPOTHO3YBaHHSA (30KpeMa JuTsi TPOTHO3HOTO 0OCIIyTOBYBaHHS B TipoMucioBomy [oT).
BaxxnuBoio ckmamoBor0 € 30BHINIHI 1HTepdelicn 1HTerpaiii, siki 3a0e3nmeuyoTh
B3aEMO/IIIO 3 THITUMH 1H(GOPMAIIHHIMH CUCTEMaMH Ta ITOCTadaIbHUKAMH TTOCIIYT.

[HIAM TOMUPEHUM MIIXOI0M € apXITEKTYpPW TYMaHHUX OOYHCIICHb, y SIKUX
oOpoOka MaHWX YACTKOBO TEPEHOCHUTHCA HAa MEXKY MEPEKl, 3MEHIIYIOUn
HABAHTAXXEHHSA HA TEHTPAJIbHY XMapy Ta CKOPOUYYIOUW 3aTPUMKH. TymMaHHA MOCIb
30epirae mepeBaru cydacHoi iH(pPACTpyKTypH (BipTyami3ailis, KOHTEHHEpH3allis,
KEPOBAHICTh), ajie PO3ropTae oOOUMCICHHA OMmkue A0 JpKepeia JaHuX, 10 €
KPUTHYHUM U1 33/7a4  PEaIbHOTO dacy. TWIOBO BHIUIAIOTH OaraTOpiBHEBY

CTPYKTYPY: XMapHUH piBeHb 13 moTyxHUMH [1OJ] niis ckinagaux oOUYHCICHB, PIBCHD
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PO3MOAIEHUX TYMaHHUX KOHTPOJICPIB 13 «IHTEICKTOMY JIOKAJIbHOI 0OPOOKH Ta PIBCHb
MuThioHIB Tiepudepiiinux loT-npucTpoiB. OcCHOBHA poOJIb TyMaHy TIOJIATAaE B
MpuiiMaHHl 3amuTiB, 300p1 Ta aHal3l PEICBAaHTHUX AaHUX 1 HAJAaHHI IMBHAKOI
BIJIMOBIZI 3 ypaxyBaHHSAM BHUMOT O€3MEKW I Yac TepeaaBaHHA W 30epiraHHs

tHbOpMaIi.

~30BHILHI MnatdopMa NPOMIXHOro
iHTepdencu nporpamMHoro 3abesneyeBHHs

rigknouyeHHa Ta HopMarnisauis

KepyBaHHSA NPUCTPOAMM

O6pobka Ta pearyBaHHs

Bizyanizauisi
AHanitTuka

|

|
fief=m= = s i e — = S = -
| }
I
+---| Mpucrpoi loT  |---+

Pucynox 1.6 — Apxitekrypa loT Ha ocHOBI IaThOPM MPOMIKHOTO MPOTPAMHOTO

3a0€e31eUeHAS

CranpapTuzailis TYMaHHAX OOYWCIICHB OB’ sA3aHa 3 MISIBHICTIO KOHCOPIIYMY
OpenFog (ctBopenoro y 2015 p.), sxuit 3anpomonysaB OpenFog Reference
Architecture: erajoHHY apxiTeKTypy, NpuiHATY sk craHgapt y 2018 p. Taka
apXITeKTypa Opl€HTOBaHA Ha 00poOKy Benwmkux obcsriB manux it [oT Ta cucrem

IMTYYHOTO IHTEICKTY W TPYHTYETHCA HA TPHHIMMAX Oe3MeKkd, MacmTadoBaHOCTI,
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BIJIKDUTOCTI, ABTOHOMHOCTI, TIPOTPAMOBAHOCTI, HAMIMHOCTI, aJaNTHUBHOCTI Ta
iepapxiuaOoCcTi. BuMoru 6e3mnekn B TyMaH1 3aJIe:KaTh BiJ 3aCTOCYBaHHS Ta THITY BY3JI1B
1 OXOILTIOIOTHh KOH(IICHITIIHICTh, aHOHIMHICTb, IIUTICHICTD, JTIOBIPY, aBTCHTH(IKAIIIO
ta BepudiKaIio. [IpakTHaHO 11e peami3yeThCs depes3 JIAHIIOT AOBIPH B1J allapaTHHUX
KOMITOHEHTIB, KEPYBaHHA MpaBaMH JOCTYMy, IMUGPYBAHHS, 130JSIII0 Ta KOHTPOJIb
IUTICHOCTI KOHTEKCTY Ha MPHKOPAOHHUX By3nmax. MacmTaOoBaHICTh 1 BIIKPUTICTH
320€3IeUyI0Th MOXIIMBICTh 3MIHIOBATH KUIBKICTh BY3JIIB 1 CEpBICIB, J0JaBaTH
MPOrpaMu Ta BUKOPHUCTOBYBATH Pi3HI TUIaTGopMu ¥ TPOTOKOIW. ABTOHOMHICTH 1
HAJIAHICT JO3BOJISIIOTh TYMAaHHUM By3j1aM 30epiraTv mpare3AaTHIiCTh 3a BIICYTHOCTI
30BHIITHIX CEPBICIB, MO OCOOIMBO BAXIIMBO JUTSI POMUCIIOBAX Ta BAYXKKOIOCTYITHHX
00’ekTiB. [epapXiuHicTh BiTOOpakae JIOTIUHY MOOYIOBY CHCTEMH BiJT (DI3UIHOTO PIBHS
(maTynKH, BUKOHABY1 MEXaH13MH, MOOLTbHI MIPUCTPOT) Uepe3 PiBHI JOCTYIY W MEpPExKi

(Wi-F1, ZigBee, nmutto3u, riobaibHi MEPEK1) A0 PIBHA 3aCTOCYHKIB 1 CEPBICIB.

1.4 Xapaxkrtepuctuxku loT-mepe:xk | kaacudikauisi 3arpo3

KimodoBi xapakTepuCTHKH MeEpex [HTepHETy pedeil BH3HAUAIOTh YMOBH iX
noOy0BH Ta BIUTMBAIOTH HA HAIIHHICTH TIEPEIaBaHHS TAHWX 1 CTIMKICTh J0 aTak. 30Ha
BIJIMTOBIJATBHOCTI OMHUCY€ TPOCTOPOBWIN Aiama3oH, SKUH TMOKPHUBAETHCS UYTIHUBOIO
30HOI0 OJIHOT'0 200 KIIbKOX JATUYWKIB, Mif MOJIEM JaT4HKa PO3YMIIOTH IPOCTIP, IO
KOHTPOJIFOETHCS  CEHCOPHOIO Mepexero [5, 7]. I'ereporeHHicTs BimoOpaxkae
PI3HOMAHITHICTH 1H()OPMAIIHHO-KOMYHIKAIIMAAX TEXHOJIOT1H y Mexax omHiei [oT-
MEpEXi: OAHOYACHE BUKOPUCTAHHS KIJTBKOX CTaHAAPTIB O€3ApOTOBOTO 3B’ SI3KY,
HAsBHICTh BY3JIB 13 PI3HAMH (YHKIISAMHA, MIBUIKOCTAMH, MPOTOKOJAMHU Ta, 3a
noTpeOu, MOOUTBHICTIO. 3B’ SI3HICTh XapaKTEPHU3y€e€ WMOBIPHICTH TOTO, IO AKTUBHHM
CCHCOPHHH BY30J1 Ma€ IUIAX IO IEHTPY OOpOOKH/XMapH depe3 JIOTIUHI KaHaIHM Ta
MPOMIKHI PETPAHCISITOPH; BOHA 3aJICKHATH BiA JOBXKHHH MapmpyTy (KUTBKOCTI

nepeaad) 1 HAMIMHOCTI 3’€IHAaHb MDK Bysjgamu. Kiacrepusaiis € KUIBKICHOIO
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METPHUKOIO JIOKAJIBHOI 3B’SI3HOCTI: JUII OOpPaHOTO By3Ja BOHA BH3HAYAETHCS SK
IMOBIPHICTb TOTO, 1110 JBA HOTO CYCITHI BY3JIH € CYCIJTaMH TaKOX M1k COOOTO.

Oxkpemo BuauraoTh Tpadixk [oT, T0OTO BIACTHBOCTI IMOTOKIB JaHHUX, IO
TCHEPYIOThCS CeHcopaMu. Tpadik ONMHUCYIOTh PO3MIPOM IIAKETa, IHTCHCHBHICTIO
HAJXO/PKCHHSI Ta 3aKOHOM PO3MOMALTY 1HTEpBaliB Mix makeramu [15]. Posmip i
dhopmar makeTa 3ayexaTh BiJ cTaHAApTY ¥ Tomosorli, a B [0T BiH 3a3BWuaii MEHIIINHA,
HDK y TPaJWIIHHMX Mepexkax. llepemaBaHl makeTw TOAUIAIOTHCS HA KEPYBaJbHI
(3amuTH, TATBEPAKCHHS, KOMaHa1) Ta 1H(opMariiiHi (KOPUCHI J1aHl), a CTPYKTypa
nmakeTa BKJTIOYae Cyk00B1 moJs (aapecarrisi, KOHTPOIb MOMWIOK, TTOCITIIOBHICTB) 1
KOPUCHE HABAHTAXXCHHS, KEPYBAIbHI TAKETH MOXYTh HE MICTUTH TIONSA JaHUX.
[arencuBHicTs Tpadiky 3a7al0Th YacTOTOIO TeHeparli makeTiB (A, mak/c), a
JOCIT/HKCHHS TTOKa3YIOTh, 110 PEATbHUN MEPEKEBH Tpadik 4aCTO Mae CaMOMOI10Hy
(dpaxTanbHy) TPUPOY 3 JOBTOCTPOKOBOIO 3aJICKHICTIO Ta KITYJTHCYIOUAMMMY TTKAMH,
AK1 HE 3TJIaJKYIOTHCS TPOCTHM YCEPETHCHHSM.

UYepes BIAKpHUTICTh 0€3APOTOBOTO cepeaoBmima, [oT-Mepexi € Bpa3IuBUMU 10
mupokoro cnekrpa 3arpo3 [11]. Ha pucynky 1.7 HaBeneHo y3arajibHEHY
kiacugikario atak Ha loT. @13uuH1 aTaku OB’ A3aH1 3 IPSAMUM BITABOM Ha BY3JIU B
HEKOHTPOJHOBAHUX YMOBAX 1 MOXYTh CHPHUMHATH HE3BOPOTHI TOIITKOIKCHHS,
DoS/DDoS cnpsamoBani Ha BUCHAXEHHS PECYPCIB U€PE3 MACOBHIA MOTIK «ITOPOKHIX»
3amuTiB; y DDoS mkepenom tpadiky 3a3Budaii BUCTyHae OOTHET 13 3apayKEHUX BY3JIIB,
110 MPU3BOIATH /IO IEPETIOBHEHHS ITaM’ AT1, 3pOCTAHHA UepT 1 Aerpaaariii abo mapaaiay
cepBiciB. ATakd Ha MUICHICTh 1 JOCTOBIPHICTH OXOIUTIOIOTH CIHOTBOPEHHS
MOBIJIOMJICHb, HAJCHUJIAHHS HETPABAWBUX JaHUX CKOMITPOMETOBAHWMH BY3JIaMH Ta
BBEACHHS IMAPOOICHUX BY3JI1B, SIKI PO3IMOBCIOKYIOTH IIKITHBHM KO/ T BUTJISI0M
HOPMAaJIbHUX JTaHWX, KOMITPOMETAIIIsl BY3J11B KOMYTaIlli (TOJIOBHOTO BY3Jia KJIacTepa,
MapHipyTH3aTopa, MLI03Y) OCOOAWBO HeOe3meuHa dYepe3 CHCTEMHHH e(eKT.
3axoTUIeHHS BYy3Jla HAIlICHE Ha OTPUMaHHSA KOHGIAeHIIHHOT 1H(popMaIii (30kpema
KJTIOU1B), a KJIOHYBaHHA BUKOPHUCTOBYE 1IeHTH(IKAIIIHI 1aH1 3aXO0TUICHOTO BY3JIa IS

1HTErpaIii KJIOHIB Y MEPEXKY U MOMAIBIIIOT0 KOHTPOJIO ii CETMEHTIB.
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Ataxu iHpopmauiiHOi Oe3niekn Ha Mepeski [oT

DizuvHi aTaku

Biamosa B oGemyroByBanHi

CHOTBOPCHHS{ HOBiZ[OMJ'ICHHSI

Kommnpomeranuis Bysna

XubHuii By301

KomiropanHs By3aa

Tlopymienns

KOH(IASHITHHOCT] JAHUX

Buxix 3 nagy Bysna

Artaky MapImpyTH3aLii

MoHiTopHHT Ta
IPOCITYXOBYBAHHS

Cabpukopana iHpopMaris
IIpo MapHipyT

Artaka <<663Z[0HH3 BHpBa»

Artaka «ICPBOTOYHHA >

BubipkoBe po3cuIaHHs

«‘hmyl{cwa » aTaka

Artaka «IEPCIOBHCHHS>

Anari3 Tpadika

20

Pucynox 1.7 — lepapxiuna knacudikariis aTak Ha Mepexi [HTepHeTy peueit

Jlo BUTOKIB MaHWX HaJeXaTh MIACITYXOBYBAHHS/TIEPEXOIUICHHS (OCOOIMBO
KPUTHYHE I KOMaHJ KEpyBaHHA) Ta aHam3 Tpadiky, Skuid 30Mpae CTaTHUCTUKY
aKTUBHOCTI BY3JI1B 1 Ja€ 3MOTy OyayBaTy MaOIOHH 3B’ A3KY; TIPH IIbOMY TTHU(GPYBaHHS
HE TapaHTye€ 3axUCTy caMme Bin aHamizy Tpadiky. OkpemMui Kiac CTaHOBJIATH
MapHIpyTH3aIliiHI aTaku: Moaudikaiis MmapmpyTHoi iHdopmartii (e, HeedeKkTHBHI
MapHIpyTH, BiABeACHHS Tpadiky uepe3 KIOHOBAHI BY3jIHM), BHOIPKOBE BHIAJICHHS
MakeTiB, «O0e3MOHHA sMay», «UYEPBOTOUMHAY, IMHMPOKOMOBHE «TICPETIOBHCHHS)
HEMOTPIOHUMH  TIOBIIOMJICHHSIMH, aTaKW «TOYKH 3yCTPIUl», JaMIl TTaKeTIB
(«gopHa/cipa mipay»), Sybil (MHOXWHHI ¢agbmmBl 1IEHTA]IKATOPH), CTBOPEHHS
IUKJTIIB 1 aTakW 3 HaAMIPHUMHU CIy>XOOBHMH TOBIIOMJICHHSMH, IO 3HUKYIOThH

MPOITYCKHY 3/IaTHICTH 1 MPUCKOPIOIOTh CHEPTETHYHE BUCHAXKCHHS MEPEIXKI.

1.5 Mexanizmu 3a0e3neueHHs 0e3nexku ta 3axucty loT-mepex

MexanizmMu Oe3neku B 1H(GOPMAIIHHO-KOMYHIKAIIIMHIX Mepexax, 30KpeMa B
[oT, cnpsmoBaHi Ha 3amoOIraHHS aTrakaM 1 CBOEYACHE BUSBJICHHS aHOMAJIbHOTO

Tpadiky. 3arajoM iX po3rIsAal0Th K CYKYTMHICTh PIICHh BUCOKOT'O 1 HU3LKOTO PIBHIB
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(puc. 1.8), skl OXOIUTIOIOTH KpHUNTOTPapIUHMA 3aXKUCT, OS3MEUHy MapIIPyTH3AINIO,
npotuaito  DoS/DDoS, 3axuct By3maiB Ta 1HCTPYMEHTH MOHITOpUHTY. Jlims
0€3IpOTOBUX CEHCOPHUX MEPEX, II0 MAalOTh OOMEXEHI pecypcH (Hacammepen
CHEPrii0), KPUTUYHOIO € ONTHUMI3aIlisl BHUTpaT Ha Oe3neky 0Oe3 BTpaTh 0a30BHX

BJIACTUBOCTEH KOH(DIIESHITIHHOCTI, IUTICHOCTI Ta JJOCTYITHOCTI.

Mexanizmu 3a0e3neueHHs 6e3reKn

MexaHi3MH HU3BKOT'O PIBHS MexaHi3MH BUCOKOTO PIBHS

YipaBiaiHHSA KIIOYaMH. CTifKicTh 1O aTaK «BiZIMOBA B

. . 3axuineHe KepyBaHH: IPYIIO0
BeTaHoBneHHs OBipH 00CIIyroBYBaHHI»

CekpeTHicTh Ta

. BaxwuirieHa MapIIpyTH3aIlis Inentudikariis BTOpraeHb
ayTeHTH]IKAIIISA

3axucT Bijl 3aXBaTy By3Ja 3axwirieHa arperaiiist JaHux

Pucynox 1.8 — CtpykTypa mexani3MiB 3a0e3neueHns Oe3nexn mepexi [oT

KimodoBuM KOMIIOHEHTOM € KepyBaHHS KodamMu Ta JoBipa. Yepes
CHEpPreTUYHl  OOMEXKEHHS  HaWuacTIe  3aCTOCOBYIOTh  CHMETPHUYHI  CXEMH
mupyBaHHS, BCTAHOBJIIOIOUH KITIOUl MDK B3a€MOJIIOYHMMH BY3JaMH, 30KpeMa 3
TOJIOBHUM BY3JIOM KjiacTepa. BomHouac cuMeTpuyHUH MIIX1Q Ma€ CyTTEBUN PU3HK: Y
pa3i KOMIIPOMETAITli 3HaYHOT KIITBKOCTI BY3J11B MOYJIMBE BIJHOBJICHHS YTy KITIOUIB 1,
aK  Hacmmok, posmmdpysanas Ttpadiky. Koudiaenmiiinicts 1 aBTeHTH]IKAIISA
3a0e3MeuyoThes IMU@PYBaHHAM Ta MEXaHI3MaMHU IATBEPKCHHS CIPaBKHOCT1
MOBIJOMJICHb, OJHAaK y CEHCOPHMX MEpEekKax 3acTOCyBaHHSA muAQpyBaHHS
YCKIQAHIOETHCSA OCOOMBOCTAMH O€3/IPOTOBOTO CEPEIOBHUINA Ta PEKAMaMH POOOTH
BY3J11B (30KpeMa TpH KIACTepHIA mepenayl naHux). JlogaTKOBO TMABHIYIOTH
CTIHKICTh MeEpeXi MPOTOKONHM Oe3MeyHOi MapIpyTH3amii Ta CydacHI CXEMH
aBTeHTU(DIKAITII, 10 3MEHIITY€ PU3UKH MiAPOoOKH a60 BUTOKY MapmpyTHOi 1H(popmartii

[14].
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Oxpemuii Onok craHoBuTh 3axucT Bim DoS/DDoS, sxi mMoxyts OyTu
CIPHUYHMHEH]1 SK 3JIOBMHCHHUMH AiIMH, Tak 1 300sSMu/00OMekeHHAMH pecypciB. Jls
OPOTU/li  TIEPEBAHTAXCHHIO PaIlOKaHAly MOXYTh 3aCTOCOBYBAaTHCH METOMH
PO3MIUPEHHS CHEKTPa, IO IMJABHINYIOTh 3aBaJOCTIMKICTh IUISIXOM BHKOPHCTAHHS
IITUPIINOT CMYTH YaCTOT 1 YCKJIAAHIOIOTh HABMUCHE TIPUTYTIICHHS 3B 13Ky. Baskimmsumu
€  TakoK  3amo0iraHHs  3aXOIUICHHIO  BY3JIB  (3aXHWINEHI  KOPTMYCH,
mupyBaHHSI/IPUXOBYBAHHS JTAHWX, XCITyBAaHHS, KEPyBaHHSA TpynamMu O€3MeKw) Ta
oprasizaiisi O€3MeYyHOr0 TPHEIHAHHS HOBUX BY3JIIB Y JAWHAMIYHMX KJIacTepax:
aBTeHTU(DIKAIISA TTPH BXOJI1, KOHTPOJIb JTOCTYIY J0 TOJIOBHOTO BY3JIa Ta 3aXHUIICHUN
BHYTPIINIHbOKJIACTEPHUN OOMIH. [l 3HWKCHHS PU3WKIB MIAPOOKHA  JaHUX
3aCTOCOBYIOTh O€3MEUHY arperaifiio; BY3JIM arperaili (TOJOBHI BY3JIH KJIACTEPIB) €
MPUBAOIMBOIO TIJUTIO, TOMY TIOTPEOYIOTh MOCHIICHOI aBTeHTH(IKAIIT Ta 3aXUIICHUX
MapmipyTiB A0CTaBKW. JlOIaTKOBO BHUKOPUCTOBYIOTHCS MEXAHI3MH BHUSBIICHHS
BTOPTHEHB, IO 3a0e3NeUyIOTh Oe3MePEPBHUM MOHITOPHHT, PEECTPAIIIIO THITHICHTIB 1
OTICpAaTUBHE CIOBIIMICHHS KOPHUCTYBAdiB MPO MIA03PUTY aKTHUBHICTH. JlOMUTEHUM €
MOEAHAHHSA TaKHUX 3aXOJIB 13 OOMEKEHHSM IIBHIKOCTI 3aIUTIB, IPIOPHTH3AIIECIO
KPUTHYHOTO Tpadiky Ta aJanTUBHAM KEPYBAHHIM TMOTYXKHICTIO/HAacOM Tepeayi.
Perynsphe oHOBIEHHS MPOMIMBOK, CETMEHTAIIIST MEPEXK1 Ta PE3EPBYBAHHS KITIOUOBHX
KOMITOHEHTIB TT1IBHIYIOTh CTIWHKICTh CUCTEMH ¥ CKOPOUYYIOTh Yac ii BITHOBJICHHS.

OyHIaMEHTATFHAM THCTPYMEHTOM TPAKTHUYHOTO BHUSABJICHHA aHOMAJIBHOTO
Tpadiky € cuctema BussiieHHs atak (ADS). Bona 30upae nani mpo po6oTy Mepexi Ta
aHaM3ye 1X IJ1s BCTAHOBJICHHA (DaKTy aTaKW: XapaKTePUCTHUKH TTAKETIB, HABAHTAXCHHS
BY3J11B TIpH 00POOIT, CIIOKUBAHHA TTaM’ AT1 i 00UMCITIOBATBHUX PECYPCIB, MBUIKOIIIO
MporpaM, CTaTUCTHKY AOCTymy Toimo. [Iporiec BUSABICHHS 3a3BUYAi MOAUIAIOTH HA
yotupu (azu (puc. 1.9), mounnaroum 31 300py 1HAUKATOPIB CTAHY BY3JIB 1 MEPEXKI.
Jlna msoro B cuctemy kepyBanHusa [oT iHTerpytoTh nporpamui areatu SBA (Security
Business Analytics): MmepekeBi areHTH 30MpalOTh METPUKH TPahiKy KOHTPOJIHOBAHOTO
CETMEHTa, a areHTH BY3JIB — TIOJIE€BI METPUKH KOHKPETHUX TIPHUCTPOIB
(HamiciaaHl/oTpuMaH1/00po0ieHI TakeTh TomO). 3i0paHl METPHUKH aHAJI3YIOThCS

tHCTpyMeHTaMu SBA Ha BIAMOBIIHOMY PIBHI 1€papXii MEPEXKI.
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301p METpUK PO poOOTY
MEpPEXKI

AHani3 MeTpuK al

Jlis Ha aTaky

Pucynox 1.9 — Eranu BusiBneHns atak y mepexi [atepraery peueit

Meroan ADS 3a3Buuaii peami3yloThCs SK CHTHATypHI a00 TIOBEHIHKOBI.
CurnatypHui maxiJ BUKOPHUCTOBYE 0Oazy BIIOMUX MIAOMOHIB arak (KOHTEKCTHI
O3HAKW, CEMaHTHYHI BUpa3n abo opmaizoBaHi MoJiel) 1 3a0e3meuye HU3bKHi PIBEHD
XUOHOTIO3UTHBHUX CITPAITIOBAHb, aji¢ TMOTAaHO BUSABIISIE HOBI aTakW, BIACYTHI B 0asi.
[ToBeniHkOBE BHUABIICHHS TPYHTYETHCS HA MOJCI «HOPMAJBHOI» poOOTH MEPEkKi Ta
OIIHIOE BIAXHMIJICHHS (DAKTHUYHOI aKTHBHOCTI BIJI €TaJOHHOI, BOHO 3/IaTHC BHSBJIATH
HEBIIOM1 aTakW, TMPOTE MOXKE JaBaTH XWOHOMO3WTWBHI PE3YJbTATH TIPH
HECTAHJAPTHIM, aJjie JICTITHMHIN aKTHBHOCTI Ta TOTpedye SAKICHUX MOACIeH

HOPMAaJTbHOT TTOBEATHKH.
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PO3/ILI 2
AJTOPUTMU FEHEPAIIT JOMEHIB TA METO/H iX
PO3II3HABAHHS B IoT-MEPEJKAX

Anroputmu renepamii  gomeniB (Domain Generation Algorithms, DGA)
CTaHOBJIATh OJHY 3 AKTyaIbHWX 1 CKIQAHUX 3arpo3 s cydacHux loT-cucrem,
OCKUTPKA BOHHM ICTOTHO YCKJIQJHIOIOTH BHWABJICHHA Ta OJOKYBaHHS IIKIJTABOI
aKTUBHOCTI B MEpekax, ¢ PI3HOMaHITHI MMPUCTPOi MPAIIOIOTh Y HAMMIBABTOHOMHOMY
pexumi. Ilompm Te, mo IoT wacTto acomiroeTbcss 3 MIKPOKOHTPOJICPAMH Ta
00OMEKEHUMH O0UNCITIOBATLHUMH PECypcaMu, OUTBIITICTh MPAKTHUHUX peaizaitiii [oT-
MPUCTPOIB BUKOPUCTOBYIOTH MOBHOIIHHI MEpekeBl creku, MatoTh momym TCP/IP 1
MPaIOITh Ha NPoIMBKax, moOymoBaHux moBepx Linux, FreeRTOS uym 1HmmMxX
omepariianx cucreM. Came Ha bOMY PIBHI 1 BAHWKAE BPA3JIUBICTh: MIKIJTUBANA KO,
IHTErpoBaHuii y firmware, oTpuMy€e 3MOTy T€HEPYBaTH AWHAMIYHI TOMEHHI IMEHA Ta
BCTAHOBJIIOBATH MPUXOBAH1 KAHAJIHU 3B’ SI3KY 3 KOMAaHAHUMH CepBEpaMu OOTHETY.

Mexanizm podotr DGA nojisirae y ToMy, 110 IITKIIJTABA MPOTpaMa aBTOMAaTHYHO
CTBOPIOE COTH1 200 THCSYI JOMEHIB 32 IEBHUM aJITOPUTMOM, KU MOKE BPaXOBYBaTH
JaTy, IPUXOBaH1 KJIIOY1, BUIIAIKOB1 IMOCIIIOBHOCTI a00 kpurrorpadiuni ¢pyskii. Lle
JIO3BOJISIE 3JIOBMHUCHUKAM PETYJISIPHO 3MIHIOBATH aJapecH KOMaHIHUX CEPBEPIB Ta
yaukartua ¢uibTpaitii. Jjs 3aXMCHUX CHCTEM CTae€ HAA3BUYANHO CKIAAHO OJOKYBATH
BCI TMIOTEHITIHHI TOMEHHU, OCKIJIbKA BOHH TIOCTIMHO 3MIHIOIOTHCS, a 3apaskeHl MPUCTPOT
MPOJIOBXKYIOTh YCIINTHO BCTAHOBJIOBATH 3B SI30K 3 aTakyBanbHUKOM. Yepes me [oT-
MIPUCTPINA, KW 3apakeHWid xoua O OJWH pa3, 3ANMINAETHCA T KOHTPOJEM HaBITh
micis OJOKYBaHHS TIOTIEPETHIX IMKIIJTUBUX JOMEHIB. Taka TOBEAIHKA II1BHIIYE
CTIfiKICTh OOTHETIB, 30KpeMa THX, IO OPIEHTOBAHI HA BHUKOPWUCTAHHA BEITUKOI
KUTBKOCTI TIpocTHX 1 MacoBux loT-tutardopm, Taknx K KaMepH BIACOCTIOCTEPEIKCHHSI,
JIOMAIIHI ~ MapIIPYTHU3aTOPH, BIJICOPEECTPATOPH, CHUCTEMH PO3YMHOTO JIOMY,

KOMYHIKAIIIiHI MOJIYJI B CUCTEMaX «PO3YMHOTO MiCTa» Ta poMuciioBi mio3u [1oT.
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Y 1pOMYy KOHTEKCTI JOIUIBHO Yy3araJlbHATH TOCTIIOBHICTh B3a€EMOI1
3apaxxeHoro loT-mpuctpoto 3 komaHngHOWO iH(ppacTpyKTypoto 6otHety. Ha puc. 2.1
MOKAa3aHO TUTIOBY cXeMy Je DGA-Moayb TeHEpye MHOKHWHY TTOTCHITIMHUX IOMEHIB 1
iHimioe MacoBl DNS-3amuTe, Mmcis 4Yoro MNPHUCTPId BCTAaHOBIIOE 3 €THAHHA 3
akTuBHUM C2-momMeHoM. Takuii miaXia CyTTEBO 3HMKYE €(DEKTHBHICTH KIIACHUYHOI'O
OMOKyBaHHS HA OCHOBI YOPHHUX CIHCKIB, OCKUIHBKM aAPECH KEPyBaHHSA PETYISIPHO

3MIHIOKOTBCH.

[eHepaLia BENUKOI KiNbKOCTI
Mogynb DGA AOMeHiIB
(nata/kno4/PRNG/KpunTo)

3apa)keHuit loT-npucTpii
(firmware/0C)

<+

<

4 N N
Macosi DNS-3anutn go AKTUBHUMI C2- KomaHgHui cepsep

3reHepOoBaHUX AOMEHIB AOMEH 6oTHeTy (C2)
- J

A

\
Cnpobu 6hoKyBaHHA

(4opHi cnuckm,
¢dinbTpauia DNS)

Pucynok 2.1 — Mexanism B3aemonii loT-00THETY 3 KOMaHIHHUM CEPBEPOM Uepe3

DGA

OcobnmuBo HebOe3neunnMm € ToOW ¢akt, Mo 3HayHa yactuHa loT-mpuctpois
mpairoe 6€3 HaTJIALy, PIIKO OHOBJIIOETHCA Ta YaCTO BUKOPUCTOBYE CTAHAAPTHI JIOTIHH
1 mapoti. L{i yMOBHM CTBOPIOIOTH 1/1€aJTbHE CEPEAOBHINE AJIA CTIHKOTO (DYHKIIOHYBaHHS
mkipmBax DGA-moxynis. 3apakennii [oT-mpucTpiii MOXXe BHKOHYBATH KOMAaHIH
3JTIOBMUCHWKA, 3paiiicHioBaTH DDoS-araku, posmosciomkyBati mkiammse [13 abo
CTBOPIOBATH TPWUXOBAHI TYHEI I TOAAJBINOTO MPOHUKHEHHS B KOPIOPATHBHI
mepexi. [Ipobrnema ycknaaaoeTses TuM, 10 [oT-mpucTpoi BUKOPHUCTOBYIOTHCS HE
jaumie B mMoOyTi, a ¥ y MEAWUYHUAX, TPAHCTIOPTHUX Ta MPOMHUCIIOBUX CHUCTEMaXx, Je iX

KOMITPOMETAITIST MOXE MPU3BECTH A0 peaTbHUX (PI3MUHMX HACIIIKIB, a HE JIAIIE IO
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BUTOKY 1H(popmamii. Hanpuknan, miapodiieni abo COTBOPEHI JaHI CEHCOPIB 3/1aTHI
BIJTUBATH HA TapamMeTpu poOOTH 00JIaTHAHHS, 2 HEKOHTPOJILOBAH1 KOMAHAN MOXYTh
BHUBECTH 3 JIAJy IUTI CHCTEMH aBTOMATH3AITli.

DGA € nebe3neunnmvu g [oT takox depes Te, Mo KUTHKICTh 3reHEPOBAHUX
JIOMEHIB HACTUTHKY BEJTMKA, IO KIACHYHI METOIA YOPHUX CIHMCKIB Maike BTPAYalOTh
edextuBHICTS. KpiM TOTO, MKIIMBUN KOJ 9acTO Ma€ MIHIMAJIBHHWA PO3MIp Ta HE
noTpeldye 3HAUHMX OOUMCIIOBAIBHUX PECYPCIB, TOMY JIETKO TPAIIO€ HaBITh HA
MIKPOKOHTpOJIEpax 3 oOMexkeHoro mam saTTio. lle o3nauwae, mo xoua DGA He
Moau(IKyE MIKPOKOT POTIECOpa, BIH MOe €()DEKTUBHO TPAIFOBATH B MPOIIUBII 200
noaatkoBoMy moayiasHoMy 113 moBepx camoro mpuctporo. Ha mpaktuin DGA-
OOTHETH BXKE HEOJTHOPA30BO BUKOPUCTOBYBAIMCS Y BEJIMKUX KiOepaTakax, 30KpemMa i3
3QJly9eHHSM THCAY KaMep 1 MapHipyTH3aTOPIB MO BCHOMY CBITY, IO JEMOHCTPYE
peanpHicTh 3arpo3n. Ockimbku DGA-akTHBHICTP MACKye€ThCsA i jerituMHl DNS-
3aATH Ta TOCTIHHO 3MIHIOE JTOMEHHI 1MEHA, ii BHUABJICHHS MOTPeOye HE JIHIIe
¢dbuThTpaIIii JOMEHIB, a ¥ MOBEAIHKOBOTO aHAJI3Yy MEPEXKEBOro Tpadiky Ta KOpesii
moAii Ha piBHI Beiei loT-iHppacTpyKkTypH.

Taxkum UMHOM, aJITOPUTMHM I'eHepallii JOMEHIB CTAHOBIIATH CEPHO3HY HEOE3IEeKy
ans  cydacHux loT-cucrem. BoHM  A03BONAOTH  3JIOBMUCHMKAM  CTBOPIOBATH
PO3MOMICHI TAa HAJ3BHYAMHO CTIHKI MEPEXKI 3aPAXKEHUX TMPHUCTPOIB, SAKI BAKKO
BUSBIIATH, Mai>ke HEMOXIIMBO TTOBHICTIO OJIOKYBATH 1 SIK1 3/1aTHI BUKOHYBATH CKJIQJTHI
aTaku. 3 OTJIAMY Ha 1€, MATAHHA JockeHHs DGA, BUABICHHS iXHBO1 aKTHBHOCTI Ta
po3po0Kka METOMIB 3aXHUCTy CTAalOTh BAXKIUBAMH €IICMCHTAMH TIPOEKTYBAHHA
oesneuanx loT-pimens. Jlns po3pobHukiB cywacHux loT-cucrem po3ymiHHSA
MexaH13MiB pob6oTu DGA € HeoOX1JHOIO YMOBOIO CTBOPEHHS CTIHKOI apXITEKTYPH, 110
nepeadavae koHTposb DNS-Tpadiky, anami3 MOBEMIHKA TPUCTPOIB Ta PETYISIPHE
oHOBJeHHs firmware. BnpoBamkenHs koMmriekcHHX 3axoAiB mpotumlii DGA €
KITIOUOBHUM KPOKOM JI0 TOTO, abu yHUKHYTH neperBopeHHs loT-indpactpykrypu Ha

YaCTUHY TI00aNbHUX OOTHETIB 200 IHCTPYMEHT MacTaOHUX KiOepaTak.
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2.1 OOrpyHryBaHHs BUOOPY MOBH TNpPOrpaMyBAHHSl Ta CepeA0BHUILA

PoO3pooKH

CporomHi HE ICHYE TaKOro TOHATTS, SK «HAWKpalia MOBa MAITHHHOTO
HaBuaHHsA». KoXHAa MOBa Mae CBOi pefieBaHTHI CrieHapii 3acrocyBaHHs. BomgHouac
MEBHI MOBW TPOTPAMYBaHHS CIHpPaBIl Kparie MIXOMATh JUIS PO3B’sA3aHHS TaKUX
3aBAaHb, HDK IHIN. barato iH)XE€HEpIB 3 MAITMHHOTO HaBYAHHS OOWPAIOTH MOBY,
OPIEHTYIOUMCH Ha KOHKPETHI O13HEC-3aBIaHHs, 3 AKUMHU BOHU NPamio0Th. Hanpukias,
OuTpmIicTh (haxiBIIB 13 MAITMHHOTO HaBYaHHS BLIMAIOTH nepeBary Python mis 3amgau
00poOku mpupoaHoi Mmosu (NLP), Tomi sik Aj1s aHami3y HACTPOiB (TOHAITBHOCTI ) TEKCTIB
YacTO BHWKOPHUCTOBYIOTH R. Jlya 1HIMMX 3a7ad MAamIMHHOTO HABYaHHS, 30KpeMa y
cepax Oe3lmekn Ta BHSABICHHS 3arpo3 4acTo o0uparoTh Java.

Python - malinomynspHima MoBa mnpOrpaMyBaHHA BHCOKOTO PIBHSA 3
JUHAMITHOIO CEMaHTHKOI. BoHa mpocTa y BUKOPHCTaHHI Ta YATAHHI, 110 3MEHIITYE
BUATPATH HA PO3pOOKY i oOcimyrosyBaHHs mporpaM. Python acto BBaXkaroTh OAHIEIO 3
HAWUTIPOCTIMIAX MOB MPOTPAMyBaHHS, TOMY ii TaK IMIAPOKO 3aCTOCOBYIOTH. [lo cyTi,
MaITiHHE HABYaHHA — 1€ MIIX1A, SIKAHA a€ 3MOTYy TporpaMaM IMTYYHOTO 1HTEJICKTY
HABYATHUCS Ta aBTOMATHYHO (pOPMYBATH PE3yJIbTAaTH O3 OE3MOCEPETHBOTO BTPYyUaHHS
JIFOTUHHU.

3aBaHHAS €KCIEPTIB 3 MANMMHHOTO HABYAHHS MOJIATAE Y 300p1, BIOPSAIKYBaHHI
Ta aHami3l JAaHWX, a TAaKOXX Yy BHUKOPWUCTaHHI Ili€i 1HdOpMAIi mis CTBOPCHHA
AITOPUTMIB IITYYHOTO 1HTENEKTY. Python no0pe miaxoawTh AJIA TaKWUX 3aBlaHb,
OCKUTHKH € TPOCTINION Il PO3YMIHHSA TOPIBHSAHO 3 OaraThMa 1HIIMMH MOBaMH, a
TAaKO)X YYyJOBO CIPaBIAE€ThCS 3 00poOKkor gaHmx. OAHIEID 3 TOJIOBHUX NPHYHH
BUKOpUCTaHHsA Python y MamwHHOMY HaBUaHHI € BEJIWKA KUTBKICTh (PpPEHMBOPKIB 1
610,110TEK, SIKI CIPOIIYIOTh MPOIEC MPOTrpaMyBaHHSA Ta CKOPOUYIOTH Yac PO3POOKH.
NumPy 3acTocoByeThCs UIsi HayKOBUX oOOumMCIieHb, SciPy — mis posmupeHnx

obumncmoBabHUX 3a1a4, a Scikit-learn — s aHamzy ganux 1 moOymosu moxdenei. Lli
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010;110TeKH MOXKYTh TIpaIioBaTH B Takux (petimBopkax, sik TensorFlow, CNTK Ta
Apache Spark.

[Ile omniero mepesaroto Python e ii mmpoka miaTpuMKa Ta AKICHA TOKYMEHTAITIA.
IcHye Oarato mpakTWYHUX pPECypciB Ul BHBUYCHHSA Ta 3actocyBaHHs Python, a
MPOTPaMIiCTH MOXYTh OTPUMATH JOIIOMOTY i TIopaau Ha Oyab-IKOMY eTalli pO3POOKH.

JI7ist 3armycKy MPOEKTIB 13 MAIIMHHOTO Ta TJIMOOKOT0 HaBYaHHS Ba)KJTUBO MATH B
po3nopsKeHH1 BimmoBiaHi O10miorekn, APl ta cepenosumma po3podkm. Google
AKTUBHO 3alMAa€eThCs JTOCHIKCHHSIMHE B TajTy31 MAIIWHHOT'O HAaBYaHHS i Ha/Jae XMapHe
cepenosuire po3pooku mi HazBoro Colaboratory (Takox Bimome sk Google Colab),
AK€ € BIAKPUTHM I IUPOKOTOo 3arany. Lle OpaysepHa xmapHa miatdopma, 1o aae
3MOTY CTBOPIOBATH CKJIaTHI MOJICITI HAa BEJIMKUX HAOOpax JaHUX 3a JOMOMOToro Jupyter
Notebooks.

[IporpaMu MamuHHOrO Ta TIIMOOKOrO HaBYaHHA € OOYHCIFOBAJIBHO
PECYPCOEMHUMH ¥ MOTPEOYIOTh MOTYKHUX MAIWH, TaKuX K rpadidal mpoIecopu
(GPU) abo tenzopni mponecopu (TPU), ms crabinmerHoi podotn. OxHAK Takl pecypcH
e moporumu. Google Colab Hamae 6e3komrropauit nocryn 10 GPU 1 TPU. Ceanc moxke
npaioBaTu 0e3nepepBHO A0 12 roauH.

[Tnardopma Hamae cepemoBurIne BUKOHAHHA Koy MoBOIO Python. Google Colab
MOTIEPETHHO HAJTAIMMTOBAHUH 3 HAWMTOMUPEHIMAMHA 010;TI0TeKaMu, TakKuMHU K NumPy,
Pandas, Matplotlib Ta Scikit-learn. Bin Takox miarpumye TensorFlow, Keras, PyTorch
ta Caffe. Kpim Toro, Mmoxxaa BcTaHoBUTH Oyab-ski 10N 616mi0Texkn Python y Google
Colab 3a nomomororo komanau !pip install <wazsa 6i6mioTexn>. MoxHa BUKOHYBATH
cepito TepMIHAIBHUX KoMaHja Oe3rmocepeaabo 3 komipok Google Colab. Tlepen
KOXXHOIO KOMaH/IOI0 Ma€ CTOATH 3HAK OKIMKYy (!), Hanpukman !ls, 'pwd Tommo.

O4eBUIHO, IO MPOTrpPaMu MAIIMHHOTO Ta TJMOOKOTO0 HAaBYAHHA MOTPEOYIOThH
BEUKAX HAOOPIB maHux 11 HaBdaHHA. L{1 7aHl MOXyTh OyTH SK TyOMIYHUMU, TaK i
BJIACHHMHM, CIICIIAJIFHO MIATOTOBIICHUMH JUIS aHAITI3y Ta TPEHYBaHHS Mojenei. Google
Colab miarpumye Google Jluck, BUKOpUCTOBYIOUM KJtou moctymy. Habopu manmx

TaKOX MOJKHA 3aBaHTakyBaTH 3 GitHub a6o Kaggle.
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2.2 Mogaeni i meroau (opmMyBaHHSI O3HAK s po3niHaBaHHa DGA-

Tpagiky

Hapuansuuii HaOlp gaHmx Moxke OyTH c(OPMOBAHO TUIAXOM aHaII3y Ta
KOMIILIAIT 3araibHOIOCTYIMHHUX 1/a00 moa10HuX HAO0OpIB JaHWX UIA 1AeHTH(IKAI
DGA-tpadiky. s 1iei podotm mnoTpiOHI pealbHl [aHi, IO OXOIUTIOIOThH
PI3HOMAHITHAN Cy4acHUH 1 TPpaauIlIHHIA MepexeBHil Tpadik, crieHapii BTOPTHEHb, a
TAKOX JIeTaIbHY CTPYKTYpOBaHy I1H(OpMAINI0O TPO MEPEeXeBl 3 €THAHHS.
Bukopucrani y po6oTi BUOIpKH MOAUTATHMYTHCA Ha AB1 Kareropii. [lepima kateropis
— 11e JerituMHl 1oMeHH (Legit), B35 31 CHUCKY OJJHOTO MUTbHOHA PEAJTbHUX JTOMEHIB,
pamxoBaanx Alexa. Jlpyra kareropis — e DGA-goMen#, M0 BKITIOYAIOTh JOMCHH 3
konekii 360 Lab (310panns momenis, 3reHepoBannx DGA, ke MATPUMYETHCS Ta
IIIOJTHA OHOBITIOETHCSI KATAHCHKUM TIOCTaYaJIbHUKOM MOCTyT Oe3neku 360) 1 cucky
puxigaux aomeHiB DGA Bix Bambenek. Cnoumcox Buximamx momenis DGA Bix
Bambenek cdopmoBaHo 3a mOMOMOrow ICHYIOUHX QITOPHUTMIB 3BOPOTHOTO
THXKUHIPUHTY I8 TCHEPYBAaHHA IIKIUTMBHAX JTOMEHIB, BUAUICHUX 3 EK3EMIUISAPIB
ITKIJYTABOTO TIPOTPAMHOTO 3a0€3MeUeHHS, 0 PEATBHO IUPKYJTIOE B [HTEpHET!.

JIng maBHINEHHS BIATBOPIOBAHOCTI JOCTIIKCHHS BaXUTMBO (hOpMajIi3yBaTH
MpoIeC MIATOTOBKHA BUOIPOK 1 MapKyBaHHsA JoMeHIB. Ha puc. 2.2 y3arambHEHO
naimiaita GpopmyBanHsa HabOPy AaHUX: 301p JeriTUMHUX AOMeHIB 1 DGA-10MEHIB 3
BU3HAUCHUX JDKEPEN, YHI(IKAIA Ta OUWINECHHSA 3aMKCiB, TPUCBOEHHSA MITOK KIIacy
(Legit/DGA) 1 cimeiictBa (s DGA), a Takok po3moAuT JaHUX HA HaBUYAIBHY 1
TECTOBY MiABUOIPKH y Tiporopiii 75:25.

Jlnsa hopMyBaHHs BUOIPOK 3 HEOOPOOICHUX MaHUX iM OyayTh MPHUCBOIOBATUCH
TaKl apaMeTpH AK IM g TOMEHY, THM JoMeHy (JieriTuManiA 1oMeH abo DGA-momen)
Ta Tun cimeiictBa DGA (/g JETITUMHUX JOMEHIB HE BHUKOPHCTOBYETHCS).
3armranoBaHO mpoBeAcHHS Kiacudikaii 3a cxemoro 75:25, To6To 75 % BHXITHHX

JNaHux OyJe BUKOPUCTAHO JIJIsi HABYAHHA, a pemTa 25 % — /1 TeCTYBaHHS aJITOPUTMY .
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: in. YHidiKauia AaHUX: OYULLEHHSA,
[epeno neritMmHux AOMEHiB: . .
Alexa Top 1M HopMmanizauis (pericTp, Map}.(ysa“HHﬂ. Knac (Legit/DGA) Ta
[OBXUHA, CUMBONN), YCYHEHHSA cimeiictso DGA (ana DGA)
nybnikaris
4 N
[Nepeno DGA-gomeHis: 360 Posnoain gaHux: 75% ‘DOpMVBaH.H" O3HaK: N1eKcuuHi/
Lab (woaeHHe OHOBNEHHA) HaBYaHHA 25% TecTyBaHHA CTaTUCTUYHI O3HaKM AOMeHy abo
BEKTOopM3aLjina
\§ J
v
4 N\
Oxepeno DGA-aomeHis: H . -
Bambenek (I0C/380poTHAi aByaHHA MoAeni Ta OLiHIOBaHHA
. . ——  AKOCTi (MeTpuKM Knacudikau,ii)
iHXXUHIpUHT) J k
J

Pucynox 2.2 — Iaiinmaiin popmyBanusa Habopy maHux uis posmizHaBaHHa DGA-

nomeHiB 1 DGA-Tpadiky

2.3 ApxiTeKTypa Ta aJropuTM rJIMOMHHOT0 HABYAHHS JJIs1 PO3Mi3HABAHHS

DGA-Tpadiky

®dakTHUHO, JUI CTBOPEHHS Yy3araJibHEHOro Kiacudikaropa, 3AaTHOTO
po3mnizHaBaTH Tpadik DGA B pexxumi peasbHOTO Yacy, MOIUTHHO BUKOPUCTOBYBATH
apXITEKTyPy HEHPOHHOI MEpeXK1, SKka MOXKE aHaJII3yBaTH 1H(GOPMAIIIO, OTPUMaHy Ha
MOTIEPETHIX KPOKax, 1 BPaXOBYBATH ii M1 Yac OMPAIfOBaHHS JAaHWUX HA MOTOYHOMY
kpoui HaBuaHHA. PexypenTHi Heliponni mepexi (RNN) (puc. 2.3) matoth came Taki
BIIACTUBOCTI. IXHBOIO TOJIOBHOIO OCOONIUBICTIO € HAABHICTD IIMKIIIB, 110 JAIOTh 3MOTY
30epirati ¥ MOBTOPHO BUKOPHWCTOBYBATH 1H(OPMAIIO, OTPUMaHy Ha TMOMEPEIHIX
KpOKaxX O0YMCIICHb.

KoxxeH noMeH pO3TIAgacThCsl SIK TOCIIAOBHICTH CHMBOJIIB 3 (PIKCOBAHOTO
cloBHHKA 1 mogaeThes Ha BX1H RNN. HaBuaHHs Takoi Mepeski 3MIHCHIOETHCS METOIOM
3BOPOTHOT'O TMOMTUPEHHS TTOMHUJIKH 3 METOIO MaKCHMi3allli HMOBIPHOCT1 MMPaBUJILHOTO

BITHECCHHA JOMEHY JO BIUIMOBIMHOI Kareropii. BomHowac Ha mpakTwil, SAKIIO
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«BIJACTAaHBY» MK MAHYVJIOIO Ta TIOTOYHOKO TH(HOPMAIIEIO € HAATO BEJIHUKOIO, IIEH 3B’ A30K
Y. p )

BTPAYAETHCA, 1 MEPEXKA BIKE HE MOKE KOPEKTHO BPaXyBaTH MOTIEPEIHIA KOHTEKCT.

® ®
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5

B

®) ®) ®)
l ArAl l
6 & 6 6 e

Pucynox 2.3 — ba3zoBa cTpykTypa pexypeHTHoi HeliponHoi Mepexi (RNN)

VY 1997 pomi pocmimaukn Xoxpabitep 1 Ilmiagxybep 3ampomoHyBam crocio
po3B’s13aHHA 1iei mpobaemu. Y poboti [9] Boru npeacraBuim HOBY Moaeiab — LSTM
(puc. 2.4), axy 6arato pokiB moTomMy OyJI0 BUKOPHUCTAHO, 30KpeMa, it apTopamu [5].
Hapasi icHye 3HauHaA KUTBKICTHh yJOCKOHAJICHUX BapilaHTiB apxiTekrypu LSTM, sxi
IITUPOKO 3aCTOCOBYIOTHCA JUISI PO3B’SI3aHHA PIZHUX 33/ad, 30KpeMa pO3IMI3HABAHHS
MOBJICHHS, 00poOku mpupoaHoi MoBu Tomo. LSTM ckmamaeThess 3 KUTBKOX TICHO

OB’ I3aHUX MK COOOFO TIIMEPEIK, IO HA3UBAKOTHCS OJIOKAMU T1aM SITi.
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Pucynox 2.4 — Ctpykrypa LSTM-610Ky 3 4oTHpMa B3a€MOIIIOUAMH IapaMHu
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Ha BiaMiHy Biax mpocToi OgHOMIAPOBOi CTPYKTYpH HEHpOHHUX Mepexk, LSTM
BAKOPUCTOBYE UOTHPH IAPH, SKI B3aEMOMIIIOTH MK COOOI0 crienu(piyHAM YHHOM.
Pexypentnuii 6mox (GRU) (puc. 2.5) € xapakrepaum npuxiagom LSTM-moaioHOi
apx1TeKTypH, akuii OyB 3actocoBanuii y pobdotax [3] Ta [6]. GRU — me mexanizm
3aTBOPIB Y PEKYPEHTHUX HEHMPOHHUX Mepekax, 3ampornonoBanmii y 2014 pomi. Bin
nomiOumii 1o LSTM 13 3arBOpoM 3a0yTTs, ajie MICTUTh MEHITIE TApaMeTPIB 3aBASKA
BIJICYTHOCTI BUXIMHOTO 3aTBopa. Jlocmimkenus mokazaym, mo GRU memoncTpye
MPOAYKTUBHICTH, cmiBcTaBHy 3 LSTM, mim wac mopaemoBaHHS 0aratorojiocux

MY3WYHUX CHUTHAJIIB 1 MOBJICHHSI.
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Pucynok 2.5 — Ctpykrypa pexkypeHtHoro 6j1oky GRU

Ille omuH BIAHOCHO HOBHM NIAXIT OO0 NOAAJBIIOTO IMJABHINCHHS SIKOCTI
po3mizHaBaHHd DGA mondrae y BHKOPHUCTAHHI YacOBUX 3TOPTKOBUX MEPEK
(Temporal Convolutional Network, TCN) (puc. 2.6). TCN BHKOPHUCTOBYE
apXITEKTYPY, 110 3aCTOCOBY€E Kay3ajbHI 3TOPTKH Ta JUIATAIllO, 3aBISKA YOMY BOHA
no0pe amanTyeThCs MO TOCHTIIOBHAX JAaHWX 13 YaCOBHMH XapaKTEPUCTUKAMH Ta
3a0e3Ieuye BeJIMKI PeIenTHBHI 1ol YacoBuid psl — e MOCIIA0BHICTh TOYOK JaHHUX,
YIOPAIKOBaHWX (TepeaideHnx abo BimoOpakeHWX HA Tpadiky) Yy XPOHOJIOTTIHOMY
MOPAZKY. SIK TIpaBwIIO, T11T YACOBUM PSAIOM PO3YMIIOTh CYKYITHICTh 3HAUEHbB, 310paHuX

y PIBHOBIATaJIEHI MOMEHTH Yacy.
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Pucynox 2.6 — CtpykTtypa cteka gacoBoi 3roptkoBoi mepexki (TCN)

Bigomi mpuknaam BUKOPUCTaHHS 4acoBUX 3ropTkoBux Mepex (TCN) mis
3a/a4l CETrMEHTAIlli I Ha OCHOBI B1J€O. 3arajlbHAN MPOIEC CKIIAJAETHCA 3 JBOX
eramiB. CroyaTKy HH3bKOPIBHEBI O3HAKH OOYHCIIOIOTH 3a JIOIMOMOI'OKD THIIOBOI
3roptkoBoi HeWpoHHoi Mepexi (CNN) mis komyBaHHS TPOCTOPOBO-YACOBOI
tHdopmarrii. [ToTim 111 HU3PKOPIBHEBI O3HAKH MOAAIOTH HA BX1] KiacudikaTopy, sSIKAn
BUKOPUCTOBYE THUIIOBY PEKypeHTHY HeWpoHHy Mepexy (RNN) mis 3axomieHHs
BHCOKOPIBHEBOI uacoBoi 1H(popmalii. OCHOBHUM HEIOMIKOM TaKOro MIAXOAY €
HEOOX1HICTH TOOYIOBH Ta y3TO/DKEHHS POOOTH ABOX OKpeMux mMojaelieid. HatomicTs
TCN 3abesmeuye yHIpIKOBaHMH MmiAXiA, SKHH 1€papXidHO 3aXOIUIIOE  SIK
HU3BKOPIBHEBY, TaK 1 BACOKOPIBHEBY 1H(HOPMAITIFO.

JloHemaBHa  MOJETIOBAHHS  TOCHIIOBHOCTEH y TIMOOKOMY HaBUYaHHI
3MeOUTBHIIIOTO aCOIIIOBAIOCA 3 apPXITEKTypaMu PEKYPEHTHUX HEHPOHHUX MEPEK,
takumu sk Long Short-Term Memory (LSTM) Tta Gated Recurrent Unit (GRU).
Cporoani OUIBIIICTH AOCIHITHUKIB 1 TPAKTHKIB BBAXKAIOTh, IO TAKWKW MIAXIA €
sactapimM, 1 CNN ¢l po3riasgatd sSK OJHOTO 3 MPOBIIHMX KaHAMAATIB JUIS
MOJCITIOBAHHS TIOCIIIOBHUX JIaHWX. J3TOPTKOBI HEHPOHHI MEPEXKI MOXKYTh
nepesepmryBaty  RNN y 0arathox 3aBHaHHAX, YCYBalOUHM TOIMIUPEHI HEIOIKA
PEKYPEHTHHX MOJENEH, 30KpeMa mnpobiieMy BHOYXY/3HUKHCHHS TpPAII€HTIB Ta
oOMekeHHA, TIOB’s13aH1 3 00°emom mam’ sAT1. Kpim Toro, Bukopuctanas CNN 3amicTh

RNN mniasuirye mpoayKTUBHICTh 3aBASKH MOKIHBOCTI TAPAICTLHOTO OOYNCIICHHS.
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VY kBamidikarmiiiaiii poboti Oyae Bukopuctano TCN s BUSBICHHS MOTOKIB
DGA. Jlnia 00 3arutaHoBaHO MPoBeAeHH HaBdaHHS Mepexki TCN Ha 3reHepoBaHMX
Ha0opax MaHWX 13 TOAAIBINTAM 3aCTOCYBAHHSIM JUISl TIPOTHO3YBAHHS TEHIACHIIN

MPOTATOM KIJTBKOX YaCOBHUX KPOKIB.

2.4 KpuTtepii Ta MmeToau Bajiaaiii Moaeseid MallIMHHOTO HABYaAHHSI

[Ticms HaBuaHHA MOACH HEOOXIAHO OIHMTH TOYHICTH KiacudikaTopa y
MPOTHO3YBaHHI IUTOBHX PE3YJIbTaTIiB (HOPMaJlbHA YW aHOMajbHa MeEpEeKeBa
aKTUBHICTH) HA OCHOB1 BUOpAaHWX O3HAK. J[JI 1IbOTO MOKHA BUKOPHUCTOBYBATH PI3HI
AITOPUTMHA MAIIMHHOTO HABYaHHA, a TaKOX PI3HI HaBYAJIbHI JaHl Ta HAOOpH
rinepmapameTrpiB. Kpurepii Bamigamii gaf0Th 3MOTy TIOPIBHIOBATH M1k COOOIO Pi3HI
ANTOPUTMH HAaBYAHHS Ta MOJIENI TAHUX.

VYV kBamidikamiiiaii  po0OOTI BHKOPHCTAaHO METOJ Baljamii Ha OCHOBI
MO3UTUBHOI Ta HETATHBHOI BUOIPKH 3 HACTYMTHUMH TIApaMETPaMHU:

— mo3utuBHI npuknagn (P) — 3arajgbHa KIIBKICTh TO3WTUBHUX TPUKIAIIB Y
BHOIpIIL,

— HeratuBH1 npukiaan (N) — 3arajgpHa KUTbKICTh HETAaTUBHUX NPUKIAIIB Y
BHOIpIIL,

— 1cTMHHO mno3uTuBHI Tnpukiagu (TP) — MO3UTHMBHI TPHKIAIW, MPABUIBHO
BHA3HAUCHI KJIACH(IKATOPOM;

— ictuHHO HeraTuBH1 npukinagn (TN) — HeraTuBHI NPUKIAIN, MPABUIBHO
BHA3HAUCHI KJIACH(IKATOPOM;

— xubHomo3uTHBHI ipukjiaau (FP) — HeratmpHI npukiamy, MOMUAIKOBO BITHECCH]
Kiacu(p1KaTOPOM JI0 TTO3UTHBHUX,

— xubOHoHeraTuBHI npukiaay (FN) — mo3uTuBHI pUKIaA¥, TOMIJIKOBO BITHECECH1

Ki1acu(p1KaTOPOM JI0 HETaTHBHHUX.
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i 3HaYeHHS 3BE/ICHI B MATPHUITIO TUTyTaHWUHU (Tadmui 2.1), sika y3araJibHIOE
3MaTHICTh KJachu(ikaTopa KOPEKTHO PO3PIZHATH Kareropli mgaHux. BiamosimHo,
MOMWJIKH Kiacudikaili NOAUIAIOTECS Ha JBa THOH. XWOHOHETAaTHWBHI Ta

XUOHOMO3UTHBHI.

Tabmums 2.1 — Matpunig miyTaHuHA IS JBOKJIACOBOTO KitacugikaTopa

IIporno3zoBanmii IIporno3zoBanmii
MO3UTHBHHUH PE3yJIbTAT | HEraTUBHHH pPe3yJibTAaT
y=1 =0
[Ho3uTuBHMUII pe3yabTar TP FN
y=1
HeratuBHuii pe3yjabrar FP TN
y=0

*¥ — MITKa KJ1acy BU3HAUCHA 3a PE3yJIbTaTOM POOOTH aJITOPUTMY PO3IMI3HABAHHA,

y — TIpaBAMBa MITKa KJ1acy BIAMOBIIHOTO 00'€KTY.

A y 1abn. 2.2 HaBeICHO MEPEIiK JOMOMIXHHUX IMOKA3HHMKIB JJIS OIIHIOBAHHS

pobotu KiracudikaTopa Ha eTaml IPOrHO3YBaHHS.

Tabmums 2.2 — OCHOBHI METPHKH OIIHIOBAHHS SKOCTI KilacugpikaTopa

Mipa
(kopoTka Bupas Taymavenns
HA3BAa)
Accurac YacTka BCIX TPaBHIIBHAX
Y TP+TN knacudikauiit cepen
: P+N 3arajbHOI KUTBKOCTI
(TOYHICTB) .
Lrror rate Yacrtka BCix
FP + FN HEMpaBIILHIX
(aacTia N kimacuikarii cepen
+ 3arajbHOi KUTBKOCTI
MOMHIIOK) NPUKIIAIB
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[Tponoexenns Tabmui 2.2

Mipa
(kopoTka Bupas Taymavenns
HA3BAa)
YacTka cripaBxHIX
Recall TP ITO3UTHUBIB, SIKI MOJIEJIb
— MPaBWIIHHO BHUSIBHUIIA,
(IyTJIUBICTD) P BIJTHOCHO BCIX
MO3UTUBHUAX TIPHUKIIA/IB.
Specificity YacTka (?HpaB?KHiX
TN HETaTHBIB, AKI MOJEID
(crewdpit- N NMPaBUIIBHO PO3MI3HAA,
HicTs) BIIHOCHO BCIX HETaTHBHHX
TIPUKIIQ/TIB.
Precision YacTka nmpaBUIBHHAX
TP TMO3UTHBHHX n’epej_j[6aqub
(TounicTh TP+ FP cepent yeix 00’ €KTIB,
HO3UTHBHMY) BIJTHECCHUX MOJCIUIIO JI0
MO3UTHBHOTO KJIACy.
Cepenniit piBeHb TOMIIIKH
Loss IIPOTHO3Y MOJICIII:
(MSE) 1 MOKa3ye, HACKITbKH
MSE = — z (y — prediction(x))? H?Peﬂ6aquHﬂ '
(cep. N D BIIXHIIAIOTHCSA BiJI
KBaJIp. ICTUHHUX 3HAYEHB, HYJIb
BTpaTa) O3HAYaE 1eaTbHIH
MTPOTHO3.
VY3arajgpHeHa Mipa SIKOCTI,
I'l-score 2 % Precision * Recall 110 noeaHye Precision i
— Recall uepes rapmoniiine
(F-mipa) Precision + Recall cepeHe Ta GanaHcye ix
BHECOK.
FB-score VY3aranbpHeHa Mipa, 110
1 iy L Precson Recal_| 1o Preciion el
(3BaxkeHa (B? * Precision) + Recall N -
F-ipa) B, axuii 3a/1a€ MPIOPUTET

MMOBHOTI a00 TOYHOCTI.
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Busuenns napameTpiB ¢hyHKITT MPOTHO3YBAHHS Ta i1 TECTYBaHHS HA THX CAMHX
JAHUX € METOOJIOTTYHOIO TOMUIIKOIO. MOJeNb, sika MPOCTO «3amaM’ ITOBYE» MITKH
3paskiB, MO OYyJIM BUKOPHUCTAHI ITi/1 YaC HAaBYAHHS, MOXE IEMOHCTPYBATH JyKE BUCOKI
pe3yNbTaTH Ha WX AaHUX, ajie 0y/e HECTPOMOXKHOIO KOPEKTHO TependadaTd HOBI,
paninie HeBimomi mpuknamu. lle sBume HaszuBaeThesa mepeHaBuanHsM. [1{o6 iioro
YHUKHYTH, TI1]] 4aC KCTICPUMEHTIB 3 MAITUHHOTO HABUYAHHA YaCTHHY HASIBHUX JAHUX
3a3BWYail BUAULIOTH Y TECTOBH HAOIP.

OmHak MOXJTMBA CUTYAIlisl, KOJIM YaCTHHA JTAHUX BUKOPHUCTOBYETHCA JIUIIE K
HaBYAIBHUI HAO0Ip 1 HIKOJM HE TOTpaIuisie A0 TecToBoro. J[ius po3p’s3aHHA Mmi€i
poOJIEMH IIIe OJHY YaCTHHY HaOOpYy JaHMX BHAUIAIOTH Y TaK 3BaHMM BajlgalliiHUI
HaOlp. Hasuanus momen BinOyBaeThCSA HA HaBYATLHOMY HA0OP1, MOTIM BHKOHY€ETHCA
OITIHKA Ha BaJIJAIIiHOMY HAOOP1, a OCTATOYHE TECTYBAHHS MPOBOAATH HA TECTOBOMY
Ha0OP1 MICIIA TOTO, AK €KCIICPUMEHT BBAXKAIOTH YCITIIITHUM.

ITepexpecHa mepeBipka — IIe¢ METOJ OIIHIOBAHHA AaHANITHYHOI MOJeal Ta ii
MPOIYKTUBHOCTI HAa HE3aJICKHNX MaHuX. [ yac mepexpecHoi mepeBIpKA TOCTYITHHMA
MAaCHB JaHUX MOALIAEThCA HA Kk wactuH. Jlam Moaeab HaBuaeThCsa Ha K—1 gacTuHax, a
permTa YaCTHHN BUKOPHUCTOBYETHCS A TecTyBaHHA. [leit mporec moBToproeThesa k
pasiB Tak, MO0 KokHA 3 k gacTH x0ua 6 OAWH pa3 BUCTYIAJIa TECTOBOIO. Y PE3yNIbTaTi
OTPUMYEMO OIIIHKY €()eKTHBHOCTI o0O0paHOi MOACIl 3a YMOBH MAaKCHMAaJIbHO
PIBHOMIPHOTO BUKOPUCTAHHS BCIX JOCTYMHUX JAHUX.

JIsis KOPEKTHOI OIIHKY SKOCTI CTBOPEHOT'O KjacudikaTopa y KBamidikariiaii
poOOTI 3aCTOCOBAHO MEPEXPECHY IMEPEBIPKY Ta OOYMCICHO OCHOBHI METPHKH, IIO

BAKOPUCTOBYIOTHCA B 3a7a9ax Kiacuikarlii: TOuHICTh, MOBHOTY Ta F1-mipy.
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PO3/ILI 3
MMPOT'PAMHA PEAJIBALISI TEXHOJIOTTE AHAJII3Y DGA-TPA®IKY ¥V
MEPEKAX IoT

3.1 IlooynoBa HaBYAJIBLHHUX i TeCTOBHX BHOIPOK Ta MorepeaHsi o0podKa

JAAHHX

JIns HaBuaHHA MOJENI BUKOPUCTAHO Habopw maHwWx, 310paHux y dainax
dbopmary .csv. B koxxHOMY psaky Takoro (aiiiay 3HaUYE€HHS 03HAK PO3I1JICHI KOMaMH,
a KOEH PAIOK BIJIMOBIIA€ OKPEMOMY 3amucy aaHux. J[js fioro mepernsaay 1 pydHoro
penaryBaHHA TIAXOAWTh 3BUYANMHWI TEKCTOBHMM pemakTop. JlaHi 3BMuaiiHux (non-
DGA) nomeniB B3sito 3 Alexa Top Million. Jlani DGA 6ymo 3i6pano 3 ABOX
Hesanmexuux orepert: 360 Lab DGA ta Bambenek DGA.

Yepes e nani Alexa Top Million mogano y ¢opmari CSV, Tomi sk nani DGA —
y (opmari 3Budaiinoro Tekcry. Tomy mepimoro 3amadcio Oyja momepeans oOpoOka
naHux, mod 3a0e3meunTH OMHOTHIHE (hOPMATYBAHHS, a TAKOXX BUAUIATH OCHOBHI
o3Haku. [licas oOpoOkm Oyno chopMOBaHO TpHU TOYATKOB1 haiinm JaHUX:
nonDGA domains.csv, 360 dga domains.csv Ta bambenck dga domains.csv.

CrarucTHaHU#E OMHMC BMICTY KOKHOTO 3 HAX HaBeaAeHO HA puc. 3.1-3.3 BiAMOBIAHO.

Bug_DGA JdomeH Tun
count 1000000 1000000 1000000
unique 1 1000000 1

top BigcytHin aknology.com JlenTMMHWUA

freq 1000000 1 1000000

Pucynox 3.1 — CraTucTiuni XapakTepuCTHKH HAOOPY JICTITHMHAX JOMCHIB

nonDGA_domains.csv
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Bua_DGA JomeH Tvn

count 1380024 1380024 1380024

unique 52 1380024 1

top banjori pbgmvinskycattederifg.com DGA
freq 469990 1 1380024

Pucynox 3.2 — Cratuctuuni xapakrepuctuku Habopy DGA-nomeH1B

360 dga domains.csv

Bua_DGA JomeH Tun
count 830202 830202 830202
unique 35 828202 1

top banjori fycejfsotscqwcwgaibmdnpbkf.ru DGA

freq 439223 2 830202

Pucynox 3.3 — Cratuctuuni xapakrepuctuku Habopy DGA-momeH1B

bambenek dga domains.csv

Ham daitmm 3 pmomenamu DGA Oyno o6’emHaHo 'y  enuHui  daiin

allDGA_domains.csv Ta Buganeno ayomikatu qomMeHiB (puc. 3.4).

Bua_DGA JomMmeH TvN
count 1689083 1689083 1689083
unique 69 1671886 1

top banjori ekwxmwiugkeq.biz DGA

freq 470169 2 1689083

Pucynok 3.4 — Cratuctuanauii npoduis 06’ eaaanoro Habopy DGA-goMeH1B

allDGA_domains.csv
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[Ilo6 orpumaTu ocraTounmii HaO1p manux, daitm nonDGA domains.csv, sxuit
MICTHTh JICTITHMHI JOMEHH, Oysio 00’emHaHo 3 daiaoMm, mo MictuTh yci DGA-
nomenu. [limcymkoBumii 06’ eqnanuii ¢aiin all_domains.csv mictuts 2 689 083 3ammcu

(puc. 3.5).

Bua_DGA JdomeH T™n

count 2689083 2689083 2689083

unique 70 2671886 2

top BigcyTHiin  wglgssuiwcymao.biz DGA
freq 1000000 2 1689083

Pucynox 3.5 — CtaTucTHUHI MOKA3HUKH THTETPOBAHOTO HAOOPY TOMEHIB

all_domains.csv
Indopmaris npo koxkeH 3anmuc y o0 ’emHaHomy ¢aiial po3MIMEHa Y TPhOX
cropmisix: DGA Type, Domain, Type. [lpuxman mepmmx aecata psaakiB daitry

all domains.csv HaBeIeHO Ha PUCYHKY 3.6.

Bug_DGA JlomeH Tvn

[

BiacyTHin google.com JleriTMMHWIA
BigcytHih  youtube.com JleriTMMHWIA
BigcytHid facebook.com [JleritTuMHUA
BigcyTHin baidu.com JleriTMMHWIA
BigcytHih  wikipedia.org IeriTuMHWIA
BigcytHin  amazon.com JleritTMMHUA
BigcyTHin gg.com [JleriTMMHWUIA

BigcyTHin yahoo.com [JleriTUMHWIA

L o = o o, AW M

BiacyTHin taobao.com JleritTMMHUA

=
=

BigcyTHin tmall.com JlerimMMHWIA

Pucynox 3.6 — ®parment iHTerpoBanoro Habopy momeHiB all_domains.csv
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[Ticia cTBOpeHHs HaAbOPy AaHUX Oyja MpoBeACHA iX momnepeans 00poOka, moo
3p0oOUTH J1aHl NPUAATHAMH JJIS HaBUAHHS HEHMPOHHOI Mepeki. I3 BEIMKOro CIUCKY
JIOMEHIB, 10 MICTHTh 3arajioM 1 MUIBHOH JOMEHHUX IMEH, 110 He HajexaTh 10 DGA,
ta 2 MuTbioHHM DGA-ITOMEHHMX 1IMEH 3 yciMa JOCTYIHHMH JaHUMH, (OPMYETHCS
CJIOBHHK JIOIYCTHMHX CHMBOJIB. J[OMyCTUMHI CHMBOJ — II¢ YHIKQJIBHHH CHMBOIJL,
HasBHUHN Y BUXITHUX JaHUX. Maroun Habip JOIMyCTUMHX CHMBOJIIB, MOKHA BH3HAYNTH
MaKCHMaJIbHY KIJTbKICTh O3HAK Yy JaHMX. e BaXKIIMBO 711 IOJaHHS TEKCTY JOMEHHOTO
IMEHI SIK TOCIIIOBHOCTI YHCIIOBHX 3Ha4YeHb. KUTBKICTh O3HAK JOPIBHIOE KUIBKOCTI
JOTYCTHMHX CUMBOIIIB Y CJIOBHHKY IUTIOC OJTHH CIIEHIAIbHUI HYTbOBHM CUMBOJT, SIKHM
BHKOPHMCTOBYETHCS IS 3aOBHEHHS JOMEHHHX IMEH, KOPOTIIMX 3a MaKCHMalbHY
JOBXKHHY .

Ha ocHOB1 clOBHHMKA KOXEH CHMBOJI MOXHA TIEPETBOPHUTH HA CIIEMECHT
nmocJTiTOBHOCTI. HelipoHHI Mepexi HE MOXYTh 0€3MOoCepeIHbO 0OpOOISITH TEKCTOBI
CUMBOJIA — aJTOPUTMH TPAJIIEHTHOTO CITYCKY Ta 3BOPOTHOTO MOITHPEHHS IPAIIOIOTh
13 UMACJOBUMH 3HAUYCHHSAMH O3HAK. ToMy AJid MIEPETBOPEHHS JOMEHHOTO IMEHI Ha
YUCJIOBE MOJaHHS KOKHOMY CHMBOJIY B JIOMCHHOMY IMCHI 31CTaBJISETHCSA BIITOBITHE

3HAYEeHHS 31 CIIOBHUKA (PUCYHOK 3.7).

[55] X _in_int[@]

[29, 38, 38, 29, 14, 25, 17, 30, 38, 23]

o X[0]

[> 'google.com’

Pucynok 3.7 — IIpukiaa 4uciIoBOro KoayBaHHS CHMBOJIIB IOMEHHOTO 1MEHI

OCKUTbKM BXIJHI JTaHI HEWPOHHOI MEpeki MaloTh MaTd OJHAKOBY (opmy,

noTpiOHO Oyso0 3abe3neunTH, mod yci BUOIpKH (oMeHH) OyIM OJTHAKOBOI JOBYKHHH.
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Jlitst boro MokHa 0OpaTH JTOBXKHHY, SKa OXOIUTIOE OLIBIIICTh BUOIPOK, a00 JOBKHUHY,
AKa OXOIUTIOE BC1 BUOIPKH.

VY meprioMy BUTIAAKY, SKIO JAOBXKHHHA JaHUX € He30ajlaHCOBAaHUMHU (TOOTO
OUTBIIICTH AOMEHIB MAlOTh TIOMIPHY JOBXHHY, a JIMIIEC HEBEJIMKA YaCTHHA — JYKE

JIOBT1), TOJII iXHIH PO3MOLIT HAraaye JJOTHOPMabHU (puc. 3.8).

0.030 H

0.025

0.020 A

0.015 -

0.010 -

0.005 H

0.000 -

T

0 100 200 300 400 500 600

Pucynox 3.8 — Po3nonin 4OBKHH TOMEHHUX IMEH, HAOIMKEHUH 10 JTJOTHOPMAJIEHOTO

VY npoMy BHIAIKY, KOJIM BHOpaHa JOBXKHWHA HE OXOILIIOE BCI JIOMCHHI IMCHA,
JOBKWHA JOTTOBHEHHSA MOKe OYTH 3HAUHO MEHITIO0, HIXK y Pa3l BUOOPY MAaKCHUMAaJTbHO1
JOBXKHHHU, IO TOKPHBae BCl HasBHI JgaHl. OCKUTbKH TakKa MOBXXHHA JOTOBHCHHS
OXOTUTIOE OUTHIITY YACTHHY JaHWX, MOXHA ¥ HaJal KOPEKTHO iX MPEJACTaBJIATH, HE
BTpPAYalOU¥M 3HAYHOI KUTbKOCTI 1H(popMaIi (YCIKaTUMYThCS JIMINE HAATO JOBTI
noMeHHi 1MeHa). [le o3Hadae, 1m0, 00paBIM Taky AOBKHHY, MA MOXEMO YHUKHYTH
3MIIICHHS HABUAJbHOT MOJIENI, SIKE B 1HIIOMY pa3i € HeMuHyunM. BomHodac MeHIa
JOBYKMHA JTIO3BOJISIE CYTTEBO 3MEHIIIATHA OOUHCITIOBAJTBHI BUTPATH.

MakcumanbHa JOBKWHA JOMEHHOTO IMEHI B HaIlliii MOJAEN CTaHOBHUTH 73
CHUMBOJIH, TII0 € TIPUHHATHUAM 3HAUCHHSAM, TOMY MW BHPIIIWIA BCTAHOBUTH JTOBXKHAHY

JIOTIOBHCHHA PIBHOIO 73. VY pe3yiabTaTi OTPUMYEMO BIIOPAAKOBAHY KOMOIHAINIIO
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JiACHUX JoMeHHHX IMeH 1 DGA-IOMeHIB, TOJaHUX Y YACIOBOMY BHIJIAA1. OCTaHHIM
KPOKOM € CTBOPEHHS MacKH HajexkHOCT1 10 DGA, sika 31CTaBIIsIE KOXKEH €JIEMEHT i€l
BITOPSIIKOBAHOT MOCTIAOBHOCTI 3 BIAMOBIAHAM OlHapauM 3HaueHHs M (0 abo 1), ne 0
Mo3HaYae HeHanexHICTh 10 DGA, a 1 — nanexnicts 10 DGA.

Takum umHOM chopmMoBaHO 1Ba HAOOpPW AAHWX (MACHBH). MEPIIMHA MICTHTh
YUCJIOB1 MMOJAHHS KOXKHOTO JOMEHHOTO IMEHI, a JAPYyTHi — OlHapH1 3HAYCHHS, IO
BIJIMOB1IAIOTH O3HAIl HAJCKHOCTI ITUX JoMeHIB 10 DGA, To0TO eneMeHTaM ImepIioro

Habopy.

3.2 Ilporpamue 3a0e3nedeHHsi i1 Oi0jioTexku s peasizamii Mojaesi

LHITYYHOI 0 iHTEJIEKTY

OCHOBHOIO MOBOIO TIPOTPAMyBaHHS JJIA BCIX MPOTpaM y MbOMY JUTUIOMHOMY
npoekTi € Python. Python — me BucokopiBHeBa MOBa mporpamMyBaHHS 3arajlbHOTO
NPU3HAYCHHS, OpIEHTOBAHA HAa MIABUIIEHHSA €()EKTUBHOCTI PO3POOHHKIB 1
yuTabenbHoCcT! Koay. Bubip Python sik ocHOBHOI MOBH OyB HEBUTIAIKOBHM: BOHA MA€
HEBHUCOKH MOPIT BXOTy, CTA0LTHHO TIPAITIOE HA OLIBIIOCTI OTIEPAIIHHAX CUCTEM 1, IO
0COOJIMBO BAYUTHBO, YAMAITO O10TI0TEK, K1 BAKOPUCTOBYIOTHCS JIJIS TOOYIOBH PI3HUX
MOJIC/ICH MaIlIMHHOT'O0 HaBYaHHS, PEaji30BaHO caMe II€I0 MOBOIO.

Pandas — nie Bimomuii makeTt 1t 00pOOKH CTPYKTYPOBAHHUX JAHUX 3 BIAKPUTHM
BHXIJHUM KOJOM, JIIEH30BaHUM 3a ineH3iecro BSD. 1la ©Oibmotexka €
BHACOKOIIPOYKTABHUM 1 MPOCTHM Y BHUKOPHUCTAHHI THCTPYMEHTOM JUIsi pOOOTH 31
CTPYKTYpPaMH JaHWX Ta 1X aHAJI3Y.

NumPy — ommn 13 wHalimomynspHimmx makeriB Python. Ile edexruBamit 1
3pYyYHHN IHCTPYMEHT JjIi BUKOHAHHS BEKTOPHHMX Ta MAaTPUUYHWX OTepariii. 3aBasku

BEJUKIM KUTBKOCTI BOymOBaHMX (PYHKIIA BIH Ja€ 3MOTY YHHWKATH HAJAMIPHOTO
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yCKIaAHEHHS Komy. baraTo tHmmx 610110Te€K MOXYTh 0€3MOCEPETHBO B3AEMOIISTH 3

NumPy, mo po6uTh HOro 0OCHOBOIO /TS UACIOBUX 00uncieHs y Python.

Pyplot, Matplotlib Ta Seaborn € moty>xHuMHu 1HCTpyMEHTaMHU JJIA Bi3yajiizarli
naaux. Meroau 1ux 010110TEK MalOTh 3MOTY THYYKO HAJAITOBYBATH PI3HI THIH
jaiarpaM, TIiCTOrpaM Ta IHIMMX TpadgIuHUX MPEACTABICHb JAHWX, IO € OJHHUM 13
HaWKpammx crmoco0iB HAOYHOTO TOJAAHHS PE3yNbTaTiB. Seaborn € po3MUPEHHAM
6azoBoi 610mioTekm Matplotlib 1 mHamae 3pyunim 3acobm TSI  CTBOPEHHS
cratucTuaHux rpadikis. Momyns Pyplot — e Habip pyHKITIH KOMaHIHOTO CTHITIO, K1
JO3BOJISIIOTh  BUKOpUCTOBYBatH Matplotlib momiono mo cepemosuma MATLAB.
Koxna ¢ynxkmis Pyplot 3miatoe 06’ ekt Figure Ta #ioro o6macti modyaosu rpadikis:
cTBOproe 00’ ekt Figure, 3amae o6nacTi moOymoBu, BimoOpaxkae JiH1i, 10Aa€ TIATHCH
tomo. Pyplot Bimcrexxye morounwmii crtaH 00’ekTiB Figure Tta ixHiX oOmacteit

moOy/IOBH, a BC1 orepariili BHKOHYIOTHCS HaJl TOTOYHUM 00’ €KTOM.

TensorFlow — 11e kommekcHa mmatgopma MaTuHHOTO HABYAHHS 3 BIIKPUTHM
BHXIJTHAM KOJIOM, po3po0bieHa kommaniero Google. BoHa Haymae THYUKy €KOCHCTEMY
THCTPYMEHTIB, OI10T1I0TEK 1 PECypciB, fKa JAa€ 3MOTy JOCHIIHAKAM PO3BUBATH
HaWCydJacHIII MIX0AW B MAIIMHHOMY HaBUaHHI, 2 PO3POOHUKAM — JIETKO CTBOPIOBATH
Ta PO3rOPTATH MPHKIIAIHI CHCTEMH Ha OCHOBI 1ux Mojenei. Cnouarky TensorFlow
OyB po3pobnenuit komanmor Google Brain 1 BukopuctoByerbes Google y Takux
cepBicax, fK PO3MI3HABaHHS MOBJICHHA, pPO3Mi3HaBaHHSA 0o0mmd Ha (ororpadisx,
aHaJIi3 CX0KOCTI 300pakeHsb, pipTpartis cmamy B Gmail, popMyBaHHSA CTPIUYKH HOBUH
Google News Ta cemMaHTHYHWI mepekian. 3aBaskd  BOYIOBaHIM MMIITPUMIT
PO3MOMAIIEHHX OOYHMCIICHh HA KUIBKOX Mporiecopax abo rpadiuHux mpoiecopax
CHUCTEMHU MAIMHHOTO HaBYaHHS Ha OcHOBI TensorFlow MoOXxyTh mpargoBatu Ha
BIJIHOCHO 3BHYAiiHOMY amapatHoMy 3abe3rnedeHHi. TensorFlow moOpe miaxoauTs,
30KpeMa, Il aBTOMATHYHOTO aHOTYyBaHHA 300paXeHb y CHCTEMaX Ha KIITaJT
DeepDream. 3 26 xostHs 2015 poky Google Bukopuctosye cucremy RankBrain ms
MABUIIEHHS PEJICBAHTHOCTI PE3YJIbTATIB TOIIYKY, 1 BOHA TaKOXX O0a3yeThCs Ha

TensorFlow. TensorFlow miarpumye HaBuaHHS TeHEPATHBHO-3MAarajbHUX MEPEIK.


https://www.print-driver.com/?demolabel-en

45

Juctpubytus Anaconda 3abe3neuye 3pyuny iHTerpamito TensorFlow 3 Python.
[Hmmii npuKiTan 3acToCyBaHHSA — MporpaMu Ha KmTant FakeApp, siki Jar0Th 3MOTY
moeaHyBaTu Qororpadii Ta Bimeo300pakeHHS IS CTBOPCHHS PEATICTHYHHX

miapob6nennx Bineo (Deepfakes).

TensorFlow nHamae roToBy O01010TEKy aJTOPUTMIB YHUCIOBUX OOYHMCIICHD,
peanizoBaHuX y BAMIAAI rpadiB MOTOKY AaHWX. Bysnu Takoro rpada BIANOBIAAIOTH
MaTeMaTHYHUM omeparisiM ado TOUKaM BBEJACHHSA/BUBEACHHSA, TOAI SK pedpa
NPEICTaBISIOTh 0araTOBUMIPHI MAcHBH JAHMX (TE€H30PH), IO MEPENAlOThCA MIXK
By371amMu. By3iau MoxyTh OyTH TIpUB’sA3aHi 10 PI3HUX OOUHMCITIOBAIBHUX MPUCTPOIB 1
BUKOHYBAaTHCS ACHHXPOHHO, OOPOOJISAIOYM BIAMOBITHI TEH30pH MapayieibHo. Taka
oprasizailisi 004HCIICHb A€ 3MOTY MOJICTTIOBATH y3TOKEHY pOOOTY BY3J1IB HEHPOHHO1
MepexKl, TMOAIOHO 0 CHHXPOHI3aImii akTHBamii HEHPOHIB y MO3Ky. OKpIM IIhOTO,
TensorFlow 3abesmeuye edexTuBHe HaBuaHHA Ta I1H(PEPEHC MOJCICH Ha
CPU/GPU/TPU 1 miatpumye aBTroMaTthuHe Iu(EpEeHINIOBAHHS Il OOYUCICHHS
I'PaTIEHTIB.

Scikit-learn — e BucokopiBHeBa 016J110TeKa I MAIIMHHOTO HaBYaHHA. BoHa
HajJa€ MUAPOKUH HaOIp 3acO01B AK JJIA HABUAHHA 3 YUUTENIEM, TaK 1 0€3 YUHTEA.
[Torpu 3HauH1 06cAr 1 QYHKITIOHATBHI MOXKIIHBOCTI, 010/110TeKa Ma€e 3pYUHHUM, JIOTTIHO
OpraHi3oBaHui 1 100pe 3aIOKyMEHTOBaHUH 1HTEp(EiC, MO CIPOITye BUKOPUCTAHHS
ii koMmoHeHTIB. J[0/1aTKOBOIO TIEPEBAroIO € BENMKA KUThKICTh HABYAJTBHIX MaTEPIaIiB,
JOBIAHWKIB 1 TIPUKIIAIIB peani3allli KJIaCHYHUX aJTOPUTMIB MAITMHHOTO HAaBUAHHS.
Came 3aBIsKH SKICHIH TOKyMEHTAIlli Ta yuciaeHanM npukiiaaam Scikit-learn mmpoko
3aCTOCOBYETHCS K JOCBIMUEHWMH (DaxiBIIMH, TaK 1 TOYATKIBISIMH B Tajy3l
MamuHHOTO HaByaHHA. KpiMm amropurtmis, 010/10TE€Ka MICTHTH THCTPYMEHTH IS
monepeaHp01 00poOKH TaHMX, BIAOOPY O3HAK Ta OIMIHIOBAHHSA MOJICIICH, IO POOUTS ii

3PYYHOIO IS TIOOYI0BH ITOBHOT'O KOHBEEPA CKCIICPUMCHTIB.
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3.3 Pe3yqbTaTii HABUAHHS Ta OLIHIOBAHHS MoJeJieii po3nizHaBaHHa DGA-

Tpagiky

Jlna nopiBasiHHSA Oyno Bukopuctano Al moxaeni TCN. Ilepma — perpeciiitna
MOJCIb, Apyra — Mojeiab Kiacudikamii Ha ocHOB1 peidTuHriB. OOWMaBI Mojaenmi
HAaTPEHOBAHO 3 BHWKOpWCcTaHHAM MiaTtdopmu TensorFlow: mepiry momens HaBuamn
MPOTATOM JIBOX €M0X, a APYTY — MPOTATOM ACCITH emoX. /{1 HapuaHHA Mojeseh Oy
BHKOpHCTaHO (hyHKINIO train test split 13 Gi0miorexkn Scikit-learn, mo6 po3aimaTH
noBHUH HaOIp AaHwx y croiBBiaHOMEHH! 75 % : 25 % Ha HaBUajbHY Ta TECTOBY
BuOipkHu. Take CHIBBIAHOIICHHS € IJIKOM AOIUJIBHHMM JUIS BEJIMKHX HAaOOpIB JaHUX,
MO0 MICTATh TPUOMM3HO 3 MUTPHOHW 3pa3kiB. Y TMpoIeci HaBUAHHA MOJCICH 1
MOTAJTBITIOTO TECTYBAHHS OTPUMAaHO 3HAYCHHS BIATYKY Mozemi (puc. 3.9-3.10). A na

puc. 3.11-3.12 nokazaHo 3aJ€XHICTh TOYHOCTI MOJICIICH Bl €MOX HAaBYAHHS.
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Pucynox 3.9 — Marpuiisg moMuioK i epIioi Moaes knacudikartii
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Pucynok 3.10 — Matpuis noMuIoK Juis Apyroi Mojaeni Kiracudikaiii
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Pucynox 3.11 — Jlunamika TOYHOCTI TEPITIOT MOEIN1 3aJI€KHO BIJT KUTBKOCTI €TI0X
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Pucynox 3.12 — 3anexHicTh TOYHOCTI APYTOi MOJEINI BiJ KITBKOCTI €MOX HaBUYaHHS

Ha ocHOBI 1mx pe3ynprariB Oyja0 poO3paxOBAaHO OCHOBHI METPHUKH IS

OIiHIOBaHHA pPoOOTH KiacudikaTopa I Yac NPOTHO3YBAHHS, IO HABEACHO B

Tabmuuax 3.1-3.2.

Tabmurs 3.1- MeTpuku sikocTi aiisa nepioi moaen kiacudikamii DGA-tpadiky

Mipa OTpumaHe 3HAYEHHS

TounicTs 09114
HacTka MOMHIIOK 0.0886
UyTnuBicTh 0.8174
CnerudiuHICTh 0.9619
TounicTs 0.9204
CepennbokBaipaTiiHa BTpaTa 0.0657

F-mipa 0.86592295

3BaxkeHa F-Mipa 0.93381338
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Tabmursa 3.2 — Metpukn sikocTi Aia Apyroi moaem kinacudikamii DGA-tpadiky

Mipa OTpumaHe 3HAYEHHS
TounicTs 0.9887
HacTka MOMHIIOK 0.0113
Uy TauBicTh 0.9869
CnerudiuHICTh 0.9941
TounicTs 0.9768
CepennbokBaipaTiiHa BTpaTa 0.03616
F-mipa 0.9818135
3BaxkeHa F-Mipa 0.99184669

OtpumaHi pe3ysbTaTH CBiM4YaTh, IO OOHABI MOJEIl JEMOHCTPYIOTH
HAJ[3BUUAHO BUCOKY TOYHICTh HA TECTOBOMY HaOOpi. 3HAUCHHA METPUK 1CTOTHO
MEPEBUTIYIOTH MMOKa3HUKH BIIOMUX MOJICIICH MAITMHHOTO HAaBUYaHHA, 30KpeMa i THX,
1110 HaBYECH1 3 BAKOPUCTAHHAM METO/IIB TOBEPXHEBOT'O Ta IITMOOKOT0 HaBUaHHsA. J[pyra
MOJEIb, TIPU3HAUeHa JuTs Kiacudikamii pernensiii Ha (iTbMU HA OCHOBI PEHTHHTIB
IMDb, nmemo nepeBepIiye MOAEIb, 10 BHKOPUCTOBYETHCS I 3a7aul perpecii: BoHa
JOCATaE TOYHOCTI, Tperu3iitnocTi, moBHOTH Ta F1-mipu Ha piBH1 98,87 %, 98,69 %,
98,69 % Ta 99,18 % BiamoBIAHO. JlemIo HIXKY1 3HAYCHHS METPHUK UIS TIEPIoi MOACTI
MOXYTh OyTH 3yMOBJICHI THM, 110 ii OyJIO HaBUEHO JIMINE MPOTATOM JIBOX 1TEpAIlii,
TOM1 SIK APYTY MOJCNHh HABYAIM MPOTATOM JECATH ITepamiii. 30UIbIINCHHS KUTBPKOCTI

1Tepalliid, IMOBIPHO, 1acTh 3MOT'y IOAATKOBO IMOKPAIIUTH PE3YJIbTaTH PO3MI3HABAHHS.
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PO3/ILI 4
OXOPOHA TPAIII TA BE3MEKA B HAIBBUYANTHNX CUTYAIISIX

4.1 Anajiz ymoB npaui mi 4ac po3pooKH CUCTeM MAIIMHHOT0 HABYAHHSA

Po3pobka cmcreM  MamMHHOTO  HaBUaHHA  Tiependadae  IHTCHCUBHY
THTENEKTYyaIbHY MIsUTbHICTh (axiBmiB y cdepi 1HGOPMAIIHHNX TEXHOJIOTIN, SIKI
MPAITIOIOTH TMEPEBAKHO 32 MEPCOHATLHUMHA KOMIT FOTEpaMH Y IPUMIIICHHSIX 0(h1CHOTO
iy abo jaboparopisx. YMOBH TIpalll B TaKOMY CEPEAOBHIN MAarOTh CBOi
0COOJIMBOCTI, IO TIOB’ 13aH1 3 BIUTUBOM (hakTopiB (pi3ugHOTO, MCHX0(1310JI0TTIHOTO T
CaHITAPHO-TITIEHIYHOTO XapakTepy. OCHOBHUMH BUPOOHUYUMU (haKTOPaMU € TPUBAJIC
nepeOyBaHHS B CHATIOMY TTOJIOKEHHI, CTATHYHE HABAHTAXXEHHS HA XPeOET 1 30pOBHiA
aHai3aToOp, HEAOCTAaTHIA pIBEHb TMPUPOJHOTO OCBITIICHHS, a TaKOX BILIUB
CJICKTPOMArHiTHOTO BUWMPOMIHIOBAHHS BIJI MOHITOPIB Ta IHIIIOTO KOMIT IOTEPHOTO
oOnagHaHHS.

Po3pobHuKK cucTeM MAIMMHHOTO HABYAHHS YACTO MPAIIOIOTH 13 BEITUKUMH
o0cAaraMu JaHWX 1 CKJIAJIHAMH aJTOPUTMaMH, 110 TMOTpeOy€e BHCOKOi KOHIIEHTpAIi
yBaru Ta TpUBAJIOro repedyBaHHS Tepen ekpaHoM. lle Moke mpPU3BOAUTH 10 BTOMH
Ooued, TOJIOBHOTO OOJIO, TIABUINCHOTO HEPBOBOTO HANPYXKEHHSA 1 3HWKEHHS
MPOAYKTHBHOCTI. TOMYy BaXXIIMBUM AacCIICKTOM oOprasizamii pododoro mpomecy €
320€3MeUCHHS ONTHMAJTBHOTO PEKUMY TIpaltl Ta BIAMOYMHKY. PekoMeHIyeThCS pobuTH
KOPOTKI ITepePBHU Yepe3 KOxKHI 1—2 ToauHM poOOTH, T/ 9ac SIKUX MPAIIBHUKA MOXKYTh
BUKOHATH BIIPABH JJIS 3HATTS M’ SI30BOTO HATIPYKEHHS Ta BITHOBJICHHS 30DY.

CyTTeBe 3HAUCHHS Ma€ TaKOXK MIKPOKIIMAT poOOYOro TMPUMIMICHHS.
Temmneparypa moBiTps MOBWHHA MiATpUMYBaTHCh y Mexax 20-24 °C, BigHOCHA
BoJioTicTh — HE HIkue 40%, a MBHAKICTH Pyxy moBiTpsa — He Outeme 0,1 m/c.

BaxxnmuBuM € peryisipHe MPOBITPIOBAHHS NPHMIIICHHS a00 BUKOPHUCTAHHS CHCTEMU
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BCHTWJIAII, OCOONMBO B yMOBaxX TPHWBAJIOTO TMepeOyBaHHS KUIBKOX JIOJACH Y
3aKPUTOMY TPOCTOPI 3 KOMIT FOTEPHOIO TEXHIKOIO.

Opranizamis pobodoro Micig po3poOHHMKA TaKOK BIDIMBAE Ha OE3MEKy Ta
koMpopT mpami. Pobouwnii ¢t 1 Kpiciao MaroTh OyTH €PrOHOMIYHHMH, 3 MOKITHBICTIO
PETYJIOBAHHS BHCOTH Ta HaXwWily, 1Mo0 3a0e3MeunTH MPaBWILHE TOJOKCHHS TLa.
Momitop cimija po3ramoByBatd Ha BiacTanl 50—70 cM Bij odeld 1 HA piBHI a00 TPOXHU
HUXKYE JITHIT 30pYy, IO T03BOJIsIE YHUKHYTH MIEPEBTOMH 30PY Ta MIUHHUX M SI31B.

VY mporieci po3poOKH CHCTEM MAITMHHOTO HABYAHHSA MOXKYTh 3aCTOCOBYBATHCS
MOTYXH1 00UMCTIOBAITbHI cepBepr a00 KIIAaCTEPH, K1 CTBOPIOIOTH JTIOAATKOBE TETUIOBE
HABAaHTAKEHHA Ta IMyM. Y TaKWX BHMAAKaX JOMUIBHO PO3MINIYBAaTH CEPBEPHE
oOjagHaHHS B OKPEMHX MPUMIMIEHHAX 13 CHCTEMOIO OXOJIO/HKCHHS Ta KOHTPOJIEM
noctymy. [IpamiBaMKY, K1 00CIYyrOBYIOTH Iie 00NaAHAHHS, TOBUHHI OyTH 3a0€3IeueHI
3aco0amMy 1HAWBIAYAIBHOTO 3aXHCTY Y Pa3l MOXJIMBOTO KOHTAKTY 3 C€IICKTPHUUHUMH
MEpeKaMH.

Takum umHOM, YMOBH TpaIlli T 4ac PO3pOOKHA CHCTEM MAITMHHOTO HABUYAHHA
noTpeOyIOTh KOMIUIEKCHOTO TiAXoAy A0 3abe3neueHHs Oe3meku, KomMdpopTy Ta
edektrBHOCTI PpoOOTH TepcoHany. JloTpumaHHSA CaHITAPHO-TITIEHIYHUX HOPM,
MpaBWIbHA OpraHi3ailist po6odoro MICIIA, PAIliOHATBHUA PEKUM TIpaIll Ta BIAMOUYNHKY
€ BOXUIMBUMH YWHHUKAMW TIATPUMAaHHS BHCOKOI MPare3laTHOCTI W 3amoOiraHHs

podeCIHHNM 3aXBOPIOBAHHSIM.

4.2 InenTudikauisi Hede3MeYHNX 1 WKIAJIUBUX BUPOOHHUUYNX (PaKTOPIB MpuU

poooTi 3 loT-indpacTpykTyporo

Po6ora 3 indpactpykrypoto [ateprety peueit (IoT) oxommoe ekcmtyarariio Ta
00CIyroByBaHHS BEJIMKOI KUTBKOCTI €JICKTPOHHUX MIPUCTPOiB, CEHCOPIB, KOHTPOJIEPIB,
MepeKeBOro OOJIaJIHAHHSA Ta CEpBEpiB. Y TIpormecl Takoi MIsIbHOCTI (haxiBIll 3

1HOPMAIIHHUX TEXHOJNOTTH MOXXYTh MIAJAaBATUCA BIUIMBY PI3HUX HEOE3MEUHUX 1
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MKIJUTABAX ~ BUPOOHWYWX  (hakToOpiB, AKI MalOTh K  (i3wuHuid, Tak i
ncuxodizionoriaauii xapaktep. OHUM 13 OCHOBHUX PU3HKIB € MOXKITUBICTh YPaKCHHS
SICKTPUYHAM CTPYMOM YHACITIIOK TTOTITKOIXKSHHS 13011111 POBO/IIB, HEMPABHIIHEHOTO
MAKTIOUEHH 200 HETOTPUMAaHHS TPABHJI TEXHIKM OE3MEKH M Yac MOHTAXY 1
HajamTyBaHHg oOmamHanHs. [liBuiieHa Hanpyra B €IEKTPUIHUX Kojlax 200 KOPOTKE
3aMHUKaHHA MOXYTh CTaTH MPUYMHOIO HE JIUIIEC TPaBMYyBaHHA TpAIIiBHUKA, ajie H
MOXKek1 a00 BUXOTY 3 JIaay JOPOroi TEXHIKH.

[HIIIAM cyTTEBHM (haKTOPOM € TIepeTpiB OOIaAHAHHS, IO OCOOIMBO aKTYaIbHO
JUTSI CEPBEPIB, MAPIIPYTHU3aTOPIB Ta 1HIIMX MPHUCTPOIB, AKI MPAIOIOTh OE3MEPEPBHO.
Henocratae oxonomkeHHs ab0 HECTIPABHICTh CHCTEMH BEHTHIIAI] MOXKE TTPU3BECTH
JI0 TIIIBHINCHHSA TEMIIEPAaTypH KOMIIOHEHTIB, IO CTBOPIOE HeOe3MmeKy 3aitmManHsa abo
BUXOJY 3 JIaqy KpUTHUHHX BY3JiB [oT-Mepexi. Y MICIAX pO3TalllyBaHHS CEPBEPIB UM
KOMYHIKAIIHHOTO 00JIaTHAHHSA YacTO CTOCTEPITAEThCS TAKOXK ITIABUINCHUA PIBEHD
IyMY, KW HETATHBHO BIUTMBAE HA HEPBOBY CUCTEMY TMPAIIBHUKIB, BUKIIUKAE BTOMY
Ta 3HIKEHHA KOHIICHTpAITli yBary.

[Ipu pobGoti 3 O6e3apoTOBMMH 3acobamMu  Tiepeaaul JaHWUX ICHY€ BILIUB
CJICKTPOMArHiTHOTO BHIPOMIHIOBAHHSA. Xo4ya PIBEHb I[bOTO BHIPOMIHIOBAHHS
3a3BWYail He IEPEBUIIYE TOMYCTHMHUX HOPM, TpHUBAJIC TIepeOyBaHHS TIOPYY 13 BETUKOIO
KUTBKICTIO aKTHBHMX TIPHCTPOIB MOXKE CIPUYHMHITH HETAaTUBHUN BIUIMB Ha
CaMOTIOUYTTS MPAIIBHUKIB. TaK0X MOKJIMBE HAKOMMUEHHS CTATUYHOI €JICKTPUKH, ITI0
Ipy  BIACYTHOCTI 3a3€MJICHHS CTBOPIOE PH3HWK TMOMIKOKEHHA —EJICKTPOHHUX
KOMITOHEHTIB a00 KOPOTKOYACHOTO yAapy CTPYMOM.

Cnin 3a3HaUMTH, MO T 9aC MOHTAXXYy CEHCOPIB a00 KOHTPOJIEPIB HA BHCOTI,
HAMPUKJIaA, y TPOMHUCIOBUX TPHUMIMICHHSIX YW Ha BIAKPUTHX 00’ €KTaX, ICHYE
HeOe3neKka MmaiHAsA 3 BUCOTH a00 TpaBMYBaHHS BHACIIIOK BUKOPHUCTAHHS ApalOWH i
MIAOMHHAX MEXaHI3MIB. Y 30BHIIIHIX YMOBaX J0 HeOe3meuHnx (haKTopiB JOAAFOTHCS
MOTOAHI YMOBHW — CWJIBHHH BITEP, AOMI, OOJEACHIHHSA, SKI MOXKYTh YCKJIAIHIOBATH
BUKOHAHHS POOIT Ta IMiIBUIIYBAaTH HMOBIPHICTH HEITACHUX BUTAIKIB.

Kpim di3nunanx pru3nkiB, BAXXIUBAMU € i nicuxodiziooriuni hakropu. Daxisii,

AK1 TTPAITIOIOTH 13 BETMKMMH MAaCHBaMH JaHUX, CHCTEMaMH MOHITOPHHTY Ta aHAJIITHKH,
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YacTO CTHKAIOThCH 3 BHUCOKAMH PO3YMOBHMH HABAaHTAXCHHAMH, HEOOXITHICTIO
MpUUMaTH TIBUIKI PINICHHS Ta KOHTPONIOBATA POOOTY UYWCICHHUX TPHCTPOIB Y
peanbHOMY Haci. Taka JISIbHICT MOYKE BUKJIMKATH HEPBOBE HAMPYKCHHS, BTOMY, a
MIPY MOPYIIEHH PEXXUMY TPaIll — €MOIIHHE BUCHAKCHHS,

Orxe, podota 3 [oT-1H(PACTPYKTYPOIO CYTPOBOIKYETHCA BILTHBOM KOMIUICKCY
HEOE3MEeUHUX 1 MKIITUBAX BAPOOHWUYWX (HAKTOPIB, TOB SI3aHUX SK 13 (PI3HUHAMH
YMOBaMH CEPEJOBUINA, TaK 1 3 TICHXOJOTIYHUM HaBAaHTAXXCHHSAM Ha TIEPCOHAI.
Inentudikamis ux (GaxTopiB € BAXKIMBOIO YMOBOIO Il pO3poOIeHHS e(EeKTUBHUX
3ax0/1B 13 3a0e3neueHHs O€3MEKH Mparll, MATPUMAHHS CTabLTFHOTO (QYHKITIOHYBaHHS

CHUCTEMHU Ta 3armo0iraHHs aBapIiHAM CHTYAITISIM.

4.3 OpranizauiiiHo-TeXHIYHI 3aX014 3 0XOPOHHU Mpaui MPU AOCTiMKEeHHI Ta

BIIPOBA/XKE€HHI CHCTEMU

OpraHizaiifHo-TeXHIYH1 3aX0d 3 OXOPOHH TIparll M Yac JOCTIKEHHA Ta
BIPOBAHKCHHS CHCTEMH MAITMHHOTO HAaBYaHHS Ui aHam3y Tpadiky B mepexax [oT
CIpsIMOBaH1 HA CTBOPEHHS OE3MEUYHUX YMOB POOOTH ISl TIPAIIBHUKIB, 3aMO0IraHHs
BHHMKHCHHIO HEMIACHUX BHUIIAJKIB Ta 3HWKCHHSA BINIMBY IIKIIJIABUX (DAKTOPIB.
OCHOBHHM TIPHHITAIIOM € KOMITICKCHHUH ITIX1, SKHH OXOIUIIOE K TEXHIUHI PIMTICHHS,
TaK 1 oOpra”izamiiiHi METOJW YOpaBIIHHS O€3MeKor. Y Tpoleci NPOBEACHHS
JOCITHKCHB, HATAIMTYBaHHSA 001aJHAHHS Ta BUMPOOYBaHb MPAIlIBHUKA MMOBUHHI OyTH
03HAHOMJICHI 3 MPABWJIAMH TEXHIKH OC3TMEKH, IHCTPYKIIAMH 3 €KCILTyaTallli anapaTypu
Ta cTaHmapTamMu oxoponwu mpari. [lepen mogaTkom poOOTH KOKEH CHIBPOOITHHK Ma€e
MPOUTH TIEPBUHHUHN THCTPYKTAXXK HA POOOUOMY MICIII, i Yac SIKOTO P03’ ACHIOIOTHCA
MOTEHINITHI PU3UKH, MOPSAOK A y pa3l aBapiiiHOi cHTyallli Ta crmocoOW HaaaHHS
IepIIol JOMOMOTH.

BaxxnmuBy posp Bifirpae mpaBuiIbHA OpraHizamis poOOYHX MICIb, SKI MalOTh

BI/IMOBIIATH €PrOHOMIYHMM BHMoram. PoOode wiciie ¢axiBosg 3 oOpoOKH JaHHX
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MOBUHHO OyTHM OOJaAHAHE 3PYYHHUM KPICIOM 13 PETYJIIOBAHHSM BHUCOTH, CTOJIOM
BIJIMTOBITHOT BUCOTH Ta JOCTATHHOKO KUTBKICTIO OCBITICHHS. OCBITJICHHA Mae OyTH
KOMOIHOBAHWM, 13 BHUKOPUCTAHHSAM TMPHPOJHOTO 1 MITYYHOTO CBITJIA, TPHUOMY
JoKepesia OCBITJICHHS HE TIOBHHHI CTBOPIOBATH BIAOIMCKHM HA €KpaHl MOHITOpa. YCi
SICKTPOTIPWIIAIA, KOMIT FOTEPH, MapIIPyTA3aTOPH Ta 1HIIIEC 00JIaJHAHHS TTOBHHH] MaTH
CIpaBHE 3a3eMJICHHA, a iX MIAKIIOYSHHS 3IIHCHIOETECS dYepe3 cepTh(ikoBaHi
MepexkeBl ¢uibTpu ado craburizatropu Hampyrd. lle m03BOJIsg€ 3MEHITHUTH PH3HK
ypakKeHHSI CICKTPUYHUM CTPYMOM 1 3amoO0IrTH MOINKOKCHHIO TEXHIKHM T Yac
nepenaaiB HampyTH.

[lim gwac poGOTH 3 CEpBEpPHHM 1 MEPEKEBHM OOJaTHAHHIM HEOOXITHO
KOHTPOJTIOBATH TIapaMEeTPU MIKPOKIIMATy, OCKUTbKH TIEPEBHUICHHS JTOMYCTAMOT
TEMIICpaTypd  MOKE TPHW3BECTH JO TEPETrpIiBYy TMPUCTPOIiB 1  CTBOPUTH
MOXKEKOHEOE3MEUHy CHUTYalllo. Y MNPHMIMICHHSAX, J¢ PO3TalllOBaHEC TEXHIUHE
obJlaiHaHHSA, MOBMHHA (PYHKIIOHYBATH CHCTEMa BEHTHIIAIII a00 KOHAMITIOHYBAHHS,
0 MATPpEMYE TemuepaTypy B mexax 20-24 °C Ta 3abesneuye A0CTaTHIH PIBCHb
BOJIOrOCTl. TakoX BaXKIHUBO Iepea0auyuTH HASBHICTH 3acO0IB IOXKEKOTACIHHSA —
BYTJICKHCIIOTHUX a00 TOPOIIKOBUX BOTHETACHHWKIB, SKI MOXHA OE3MEYHO
3aCTOCOBYBATH B €JICKTPOHHUX TMIPUMIIICHHSX.

Opranizariiiiii 3aX0/u TakoX MepeadadaroTh BCTAHOBJICHHS PEXHUMY Tpari Ta
BIJIMTOYMHKY, SKHH Ja€ 3MOTy 3amoOIrTH TEPEeBTOMI TMPAIiBHUKIB. TpHUBATICTH
Oe3repepBHOI pOOOTH 32 KOMIT FOTEPOM HE IIOBHHHA MEPEBHUIIYBATH IBOX T'OAWH, IMICIIA
YOro PEKOMEHAOBAHO POOWUTH KOPOTKI TEPEPBU I POSMUHKH, 3HATTS M S30BOTO
HaMpY>KEHHA Ta BIAHOBJACHHA 30py. [IpariBHukn, siki 6epyTh y4acTh Y BCTAHOBJICHHI
loT-ipucTpoiB 260 HaMAMTYBaHHI CEHCOPHUX BY3J11B HA BIIKPUTHX 00’ €KTaX, TOBUHHI
OyTH 3a0€3neueHi CIenoAiAroM, ISICKTPUIHUME PYKaBUIKAMHU, KACKaMH Ta THITUMH
3aco0amMu THAUBIYATBHOTO 3aXKCTY BIAMOBITHO /IO XapaKTePy BUKOHYBAaHUX POOIT.

JlomaTkOBUM €JIEMEHTOM O€3MEeUHO1 OpraHi3allli mpar € KOHTPOJIb 3 TEXHIYHAM
CTaHOM OOJIQJIHAHHS Ta MPOBEACHHS MPOQUIAKTHIHOTO OOCTyroByBaHHs. PerymsapHi
MEPEBIPKA MIJIICHOCTI KaOeabHUX 3 €qHaHb, KOPEKTHOCTI POOOTH EJICKTPOHHHMX

MOJYJIB, YACTOTH MOBITPIHUX (PUIHTPIB 1 CTAHY MEPEKEBUX PUCTPOIB TAIOTh 3MOTY
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3amo0IrTH aBapisM 1 3HU3WUTH PHU3UKH TOMIKOHKCHHS TEXHIKA a00 TpaBMyBaHHA
nepcoHanay. BaxmBo Takox, o0 TMPAIBHAKA Majd JOCTYN J0 aKTyaJlbHO{
JOKYMEHTAII, TEXHIYHMX MacmopTiB 1 INIaHIB €BaKyallli, a TaKoX 3HajJau
MICIIE3HAXO/[KEHHS alTeUOK 1 MOKEKHOTO THBEHTAPIO.

Takum dHWHOM, OpraHi3aifHO-TEXHIYHI 3aXO0Jd 3 OXOPOHM Tpail TpH
JOCITI/HKCHHA] Ta BIPOBA/KCHHI CUCTEMHU 3a0€3MeuyroTh He e (Bhi3udHy Oe3meKy
MPAIIBHUKIB, aJi€ ¥ CIIPUAIOTH I IBUIICHHIO €(heKTUBHOCTI poOOTH. JloTpUMaHHS 1THX
BAMOT CTBOPIOE Oe3MeuHe BUPOOHWYE CEPEOBHIIE, 3HIKYE HMOBIPHICTH BAHUKHCHHS

HaJ[3BUUAWHWX CUTYaIlli Ta rapanTye HajlitHe ¢yHkiionyBanusa loT-cucremun.

4.4 Jlii mepcoHa/ly B pa3i BHHUKHEHHSI HAJA3BUYAlHUX cUTyamiil y

JadopaTopii ado cepBepHOMY NPUMIILIEHHI

VY mpormeci po3poOKHM, TECTyBaHHS Ta €KCIUTyaTallli CHCTEM MAIIHHHOTO
HaBuaHHsA ¥ loT-iHpacTpykTyprm MOXYTh BHHHKATH HAA3BUYAlHI CHUTYyaIli
TEXHOTEHHOTO 200 MPUPOAHOTO XapakTepy. Jlo HalmomUpeHIMIX HAIeKATh MOXKEXKI,
KOPOTKI 3aMHUKaHHS, TIEPETPIB CEPBEPHOTO O0JIaIHAHHSA, BUTOKH UMY, BHTIK BOJH
BHACJI1JIOK TIOTIKO/DKEHHS CUCTEM KOHIUITIOHYBAHHS, @ TAKOX aBapiifH1 BIIKITIOUCHHS
enekTpoeHeprii. Jlns 3amobiraHHs JIOACEKUM JKEPTBAM, MaTeplaibHUM 30UTKaM 1
30epekeHHS IUTICHOCT1 1H(pOpMaIiiiHOi CHCTEeMH TIEPCOHANI MOBHHEH YITKO 3HATH
MOPSAJIOK [ y pa3i HACTaHHS TaKUX MOTIH.

SO BUABACHO O3HAKWA 3arOpsiHHSA, MIABUINCHHS TeMIIEpaTypu abo IuM,
MpariBHUK ~ 3000B’SI3aHWA ~ HETailHO  MPUNWUHUTH  poOOTy,  BIIKITIOUHTH
CJIICKTPOXKUBJICHHS MIITXOM BUMKHEHHS TOJIOBHOTO PYOMJIBHUKA UM aBTOMATHYHOTO
BHMHKAUa Ta IIOBIIOMHTH BIAMOBIJAJIBLHOTO 3a TMOXEXKHY Oe3meky abo
0e3mocepeTHFOTO KEPIBHUKA. Y BHUMAAKY TOMIMPEHHA BOTHIO TMOTPIOHO HETAWHO
BHKJIMKATH CITyk0y TOPATYHKY 3a HoMepoMm 101 1 BxuTH 3axomdiB IS e€BaKyarrii

MIEPCOHAJTY 3T1AHO 3 TIAHOM €BaKyallii, Skuii Mae OyTH pO3MIIIEHUN Y BHIUMOMY MICITI
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B KOXXHOMY TIPHMIIICHHI. [aclHHA BOTHIO JO3BOJISIETHCA TPOBOJWTH JIUIIE 32
JOTIOMOTOI0  BYTJICKACTOTHUX a00 TMOPOIIKOBAX BOTHETACHHKIB, TPUIATHUX I
CIEKTPOYCTAHOBOK, 110 MEPeOYBAOTh M1 HANPYrow. BUKopHCTaHHS BOAM B TaKHX
yMOBaX CYBOPO 3a00pOHEHE, OCKUIbKH 1€ MOXE TPHU3BECTH J0 YPaKCHHA
CICKTPUIHUAM CTPYMOM.

VY pa3i KOpOTKOro 3aMWKaHHS a00 TOSBH 3amaxy rapy Ciij ONepaTHBHO
3HECTPYMUTH O0JIaIHAHHA Ta BIJI €THATH MEPEXKEB1 MPUCTPOI B CICKTPOKUBIICHHS.
[Ticns ycyHeHHS 3arpo3u HEOOX1THO TIEPEBIPUTH CTaH IPOBOJIKH, OJIOKIB KUBJICHHS Ta
BCHTWIAIIWHOI cucTeMHu. SIKmo cwWTyariss TOB’S3aHa 3 BHTOKOM BOJWA YH
OXOJIO/KYBAJIbHOT PITUHU, TIEPCOHA TTOBUHEH MIBUIKO BUMKHYTH €JICKTPOKUBJICHHS,
MMOKHHYTH HeOE3NeUHy 30HY Ta IMOBIJIOMHTH TEXHIUHY CIIy>kOy abo aaMmiHicTpaTtopa
MIPUMITIICHHS.

VY Bumanky 3aauMIICHHS 200 BATOKY Ta3y MOTPIOHO HETaWHO BIAKPWUTH BIKHA,
320€3MeUnTH MPOBITPIOBAHHS MPUMIIMICHHS Ta 3AJMIIIATH HOTO 10 PUOYTTS aBapiiHOT
ciyx6m. He momyckaeThCsi BAKOPUCTAHHS BIIKPUTOTO MOJIYM s, €ICKTPOIPHUIIAIIB 200
CTBOPEHHS 1CKOP, OCKUTBKH 1€ MOXE CIPOBOKYBAaTH BHOYX uW 3aiiMaHHA. SKIO B
naboparopii abo cepBepHOMY MNPHUMIMIEHHI CTajdoCsA aBapliiHe BHMKHCHHS
CIICKTPOSHEPTIi, TMEepPCOHAN TOBHHEH 30epiraTd CIOKIH, NPUIUHUTH po0oTy 3
oOnagHaHHAM, JOYEKaTHUCA CTaOuTizamili Hanmpyrm W JWIe TICHS  JO3BONTY
BIIMTOB1AATBHOTO (haxXiBIlA BIAHOBIIOBATH (DYHKITIOHYBAHHS CHCTEMH.

Oco06nuBy yBary ciif NPUALIATHA 30€PSKEHHIO JAHUX Y pa3l aBapiitHO1 CHTYAITIi.
[IpamiBamku, ski BiAmoBimaoTh 3a [T-tHdpacTpykTypy, TOBHHHI 320€3MEUUTH
pETyJsipHE pe3epBHE KOMIIOBaHHA iH(popMaIi, mod yHUKHYTH ii BTpaTH M Yac
aBapiifHOTO BUMKHCHHS JKUBJICHHS a00 TOMIKOKEHHS cepBepiB. [licias ycyHeHHs
HAC/TIIKIB HAA3BHUAWHOI cHUTyallli HEOOX1JHO TTPOBECTH TEXHIUHE OOCTEKEHHS YyCiX
MPUCTPOiB, TEPEBIPUTH CTaH EJIEKTPUUYHUX 3 €HAHb, CHCTEM OXOJIOIKCHHSI,
BEHTHJIALIlI Ta MPOTHIOKEIKHOTO 00JIaHaHHA. TakuM YMHOM, il IIepcoHaly B pasil
BUHWKHEHHS HAA3BUYAWHWX CHUTYyallld y jabopaTtopii abo CEpBEPHOMY MPUMIIICHHI
MOBUHHI OyTH YITKHMH, TTOCITIZIOBHAMHY 1 CIIPAMOBAHUMH TIEPEAYCIM Ha 30€pEIKCHHS

JKUATTS Ta 3J10POB’ S JIFOJICH.
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PO3/ILI 5
EKOHOMIYHA E®EKTUBHICTD

5.1. XapakTepucTrka 00’ €KTa BIPOBAIKEHHS

OG6’exkTOM YIPOBAKCHHS € IHTCJIEKTyaJbHAa CHCTEMAa aHAJII3y MEPEKEBOTO
tpadiky B IHTEpHETI pedeit, moOyaoBaHAa 3 BHUKOPHUCTAHHSIM METOIIB MAIIHHHOTO
HaBuaHHA. CUCTeMa OpPIEHTOBAHA HA BUSBJCHHS aHOMAJIbHOI aKTHBHOCTI, 30KpeMa
Tpadiky, IOB’A3aHOT0 31 MIKJIMBUMHA JTOMESHAMH Ta aJrOPUTMaMHK I'eHepalnii JTOMEHIB
(DGA), mo 3acTOCOBYIOThCS  3JIOBMHUCHUKAMHM Ui OpraHizamii OOTHETIB,
PO3MOBCIO/DKEHHS TIKIUTMBOTO MPOTPAMHOTO 3a0€3MeUeHHST Ta HECAHKIIIOHOBAHOTO
kepyBaHHs loT-nmpuctposimu. Takum dmHOM, O0’€KTOM € HE JIMIIE TPOTrpaMHHUM
MOJAYJb, @ i CYKYIMHICTh TEXHIYHAX Ta OPTaHI3amMiifHUX 3aCc001B 3aXUCTy MEPEKEBOT
1HOPACTPYKTYPH TIANPUEMCTBA.

[lepenbauaeTscsa, 1O CcHUCTEMA BIPOBAIKYETHCA B JIOKAJBHIA MEpExi
CEPEIHBOTO 3a PO3MIPOM IMIANPHEMCTBA, ¢ (YHKIIOHYE 0 ACKUIBKOX cOoTeHb [0T-
MPUCTPOIB PI3HOTO MPHU3HAUCHHS: CEHCOPIB MOHITOPUHTY TapaMeTPiB CEPEIOBUIIA,
BAKOHABUMX KOHTPOJIEPIB, MOAYNIB 300py Ta TiepeAaBaHHS JaHUX. [HWIOBa
koH(irypamiss Brmodae Omu3pko 200 MAKTIOUEHWX TPUCTPOIB 13 CEPETHBOIO
IIBUJIKICTIO TIepeaaBaddsa gaHux Ha piHI 10 M6it/c Ta obearom go 100000 momii
(makeTiB abo0 3’€qHAHB), MO AHAMIBYIOTHCA CHCTEMOIO TpoTsaroM mobu. [lpu mpomy
cUcTeMa MoBHHHA 3abe3reuyBatH 00poOieHHA Tpadiky B KBaszlpeaJlbHOMY dHacl 3
TPUBATICTIO MUKITY aHAT3y OJHOTO makeTa He Outbine 0,5 ¢, o Ja€ 3MOTY CBOEYACHO
OJTOKYBaTH TA03PUTL 3’ € THAHHA.

3 EeKOHOMIYHOI TOYKH 30py BAXUJIMBUMH XapaKTEPUCTHKAMH 00’ €KTa
BITPOBAHKCHHSI € OUIKYBAaHE 3HIKCHHS KITBKOCTI YCTINTHUX KiOepaTak Ta MoB’ A3aHuX
13 HUMHU (PpIHAHCOBUX BTPAT, 3MEHIICHHS MPOCTOIB OOJaAHAHHSA W TPYIOMICTKOCTI

PYUYHOTO aHAJII3Y XypHaTB moAii. [lonepeani OmMiHKKA MOKAa3yIOTh, 10 3aCTOCYBAHHS
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CHCTEMH 3/aTHE 3MEHIIHWTH KIIbKICTh HECAHKI[IOHOBaHMX 3’ e¢aHaHb 10 80-90 %, a
BUATPATH HA YCYHEHHS HACJIJKIB IHIUASHTIB — opleHTOBHO Ha 20-30 %. Okpim TOTO,
yacTuHa pyTUHHOI pobotu  daxismiB [T-sigaimy  aBTOMAaTH3yeThCS, IO
OMOCEPEIKOBAHO MIABHINYE IPOJYKTHBHICTh MpaIll Ta Ja€ 3MOT'Y 30CEPCIUTHCS Ha
CTPaTETTYHUX 3aBAAHHSIX 3aXKCTY.

3 TEXHIYHOT TOUKH 30py CHCTEMa PEali3yeThesl SK MPOrpaMHO-aHATITHIHHMA
MOAYJTb, PO3TOPHYTHA HA BHUIUICHOMY cepBepl abo y xmapHid 1HGPaCTPyKTypi.
Mepexesuii Tpadik Bia loT-mpucTpoiB HAIXOAUTH Yepe3 NLUTIO3W i MapIIPyTH3ATOPH
70 By3Jla MOHITOPHHTY, € 3AIACHIOEThCS momnepeans (uibTpallisa, HopMajiamis Ta
dhopMyBaHHS O3HAK IS TIOAAJIBINIOTO aHam3y. Ha mpoMy eTami TakoX BUKOHYETHCS
YaCOBO-BIKOHHA CeTMEHTamis Tpadiky Ta CHHXPOHI3AIMIA TOMIH, MmO 3a0e3meuye
KOPEKTHE TMOPIBHAHHS TOTOKIB 1 CTaOUThHICTH C(OpPMOBAHWX O3HAK. AJTOPUTM
MalTUHHOTO HAaBUaHHS (HEHPOHHA Mepexa, molymoBaHa 3a apxiTekTyporo TCN um
nomiOHoI0 70 Hei) kimacu(ikye MOTOKA JAaHWX HA «HOPMAJIbHI» Ta «aHOMAJbHIY,
dbopmye monepeHKeHHS IS aJAMIHICTpaTOpa Ta, 3a MOTPEOH, IHIIIIOE aBTOMATHUHE
OJIOKyBaHHSI TIO3pLINX ceciii. J[J1a 3MEHIEeHHS KUIBKOCTI XHOHWX CHpAaIfOBaHb
nepeadadeHo IOPOroBY TMOJITHKY pearyBaHHS Ta MEXaHI3M  ITITBEPKCHHS
IHITWJCHTIB Ha OCHOB1 Kopensamii 3 xypHaabHumMu maammu  (IDS/Firewall) 1
KOHTEKCTOM MEPEKEBOTO CETMEHTA.

YmoBu (pyHKITIOHYBaHHS 00’ €KTa BIPOBAKEHHSA XapaKTEPU3YIOTHCS BUCOKOIO
IHTCHCHBHICTIO MEPE)KEBHX OOMIHIB, HeoOX1AHICTIO Oe3mepepBHOi pobdotm loT-
MPUCTPOiB, OOMEKEHUMH JIOACKKAME pecypcamu [T-miaTpuMkn Ta 3pOCTalOunMH
BAMOramMu 70 1Hdopmariinoi Oe3nekn. BaxmmBuM € TakoXk Te, MO CHCTEMa
BUKOPUCTOBY€E CTAHJAAPTHI MPOTOKOJIHM MEPEIaBaHHA JaHUX 1 MOXKE MacITadyBaTucs
31 3pOCTaHHAM KUTbKOCTI miakmoueHux loT-mpuctpoi. MacmrabyBaHHs 10CATA€THCA
[UISIXOM TOPHU30HTATBHOTO PO3MOAUTY OOYHCIICHh Ta IEHTPATI30BAHOTO KEPYBaHHA
MOJIITUKAMHU, IO Ja€ 3MOTY 30epiratd 3a/Jafi MOKA3HUKH 3aTPUMKH W MPOIMYCKHOT
smatHoCTl. lle 3abe3medye MpuiHATHWN PiBEHb 1THBECTHIIMHWX BUTPAT 1 CTBOPIOE

MEPEYMOBH JUTSI TOCATHEHHS BITIYTHOTO €KOHOMITHOTO €(pEeKTY.
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Butpatn Ha po3poOKy BKITIOUAIOTH OIIATy Tparl po3poOHUKIB, TPUIOAHHS

HEOOX1THOTO O0aIHAHHS, BUTPATH HA IPOTPAMHE 3a0€3MEUEHHS, SIICKTPOSHEPTIIO Ta

HIII CYMyTHI PECypCH. YMOBHO NPHHUMEMO, MO PO3POOKA MPOEKTY BUKOHYBAIACA

KOMaHJIOI0 3 ABOX (haXiBIIB: PO3POOHMKA MAIMMHHOTO HABYAHHS Ta 1HXKEHEpa 3

KibepOe3meKu.

Tabnuis 5.1 — Po3paxyHOK BUTpAT HA PO3POOKY MPOEKTY

Oquauns Baprictn, | Cyma,
Crarrsa BUTpar KinbkicTn
BHUMIipYy TpH TpH
3apobitHa miata po3podbrnka ML (20
' JIFOA.-TOJ 160 250 40000
mHIB * 8 Toa x 250 rpH/TON)
3apo06iTHa myIaTa 1HXeHepa 3 Oe3MeKn
' JIFOA.-TOJ 160 220 35200
(20 maiB x 8 rox x 220 rpH/TON)
Butparn Ha enekrpoenepriio (0,3 kBt
P P P ( KBt rox 48 7 336
x 160 romx x 7 rpu/kBT-TOM)
[Tpunbanns cepBepHOTO 00IATHAHHS
ITT. 1 25000 | 25000
(1 cepep, 16 'b RAM, 512 I'b SSD)
Jlinensii/xmapHi cepsicu (GitHub '
' MIC. 3 2 000 6000
Copilot, API, GPU)
[aum BuTpary (MaTepianm,
aMOPTH3aIlis, HenepeadaueH1 — — — 4000
BUTPATH)
Pazom: 110536

Takum uuHOM 3arajbHa BapTICTh PO3POOKH CHCTEMW CTAHOBWUTH MPHUOIU3HO

110500 rpH.
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YhpoBamKeHHS CHCTEMH Y BHPOOHHYE CEPEAOBHUINE Tiepeadayac TaKOXK
OJTHOPA30Bl BUTPATH Ha HAJAINTYBAaHHSI MEPEKEBUX KOMIIOHEHTIB, THCTAIAIIIO
MPOrpaMHOTro 3a0e3MEUCHHS, TECTYBAaHHA Ta HaBYaHHS TmepcoHairy. OpIEHTOBHO IIi
BuTpaTtu ctaHoByATE 15000 rpH. OTke, 3aranbHI OJHOPA30B1 BUTPATH HA CTBOPEHHSA

Ta BOPOBAIKECHHS MPOEKTY CTaHOBJATH 125500 rpH.

5.3. Po3paxyHok ekcrutyaTauiiilHuX BUTpaT

Jlo excruTyaramiitHuX BUTPAT HAJICKaTh BUTPATH HA TEXHIYHE OOCITyTrOBYBaHHSI,
OHOBJICHHSI TIPOTPAMHOTO 3a0€3MEUCHHA, CSJIEKTPOCHEPTII0 i poOOTH CEPBEPIB Ta
3apo0ITHY INIATy MEPCOHANY, SKWW CYNPOBOJKYE cHcTeMy. [l miAnmpHeMCTBA, IO
mae loT-tadpacTpykTypy 3 COTHEIO CEHCOPIB, CEPEIHBOPIUHI BUTPATH [0
BITPOBAHKCHHS CUCTEMH CTAHOBJIATS:

~ ycyHeHHs HachiakiB MepexkeBux atak (80000 rph);
- yac npocroro obnagaanas (40000 rpr);
~ mpodutakTHUH1 3ax011 0e3 apTomaTuzoBanoro anaimsy (30000 rpw).

To>k 10 BIPOBAKEHHA 3aMPOIOHOBAHOI CUCTEMH BUTPATH cTaHOBIATH 150000
rpH/pik. ITicas BIpoBaKEHHS CUCTEMH MAIIMHHOTO aHam3y Tpadiky BHINEC3a3HAYCHA
CTPYKTYpa 3a3Ha€ ICTOTHUX 3M1H. OUIKYIOTHCS HACTYITHI KOPEKITIi:

— BWTpaATH HA YCYHEHHS aTak 3HUXKYIOThCA HA 70 % (mo 24000 rpu/pik);

~ mpocTtoi 3MeHyThesa Ha 50 % (a0 20000 rpu/pik);

~ BHTpaTH Ha MPOQUIAKTHKY YAaCTKOBO KOMIICHCYIOTHCS aBTOMAaTH3AIIE0 (70
15000 rpH/pik).

Bomnouac nonatotbest HOBI BUTpaTH Ha TexHIuHy marpumky (10000 rpa/pik) Ta
enexTpoeHeprio Aia cepsepis (5000 rpa/pik).

Tox micst BIpoBaKEHHS 3aMPOTIOHOBAHOT CHCTEMH BHTPATH CTAHOBUTHUMYTh
74000 rpa/pik. OTxe, MOPIYHE 3HWKEHHS EKCIUTyaTaliiHuX BUTpAT cTaHoBUTH 76000

rpH, abo nmpubim3HO 50 % MOPIBHAHO 3 MOYATKOBAM PIBHEM.
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5.4. Exonomiunuii edexT BiJi BIPOBAIKEHHSI MPOEKTY

Exonomiuauii  edekT BU3HAYAETHCA SK PI3HUANA MK  CKOPOUYCHHAM
EKCITyaTaiifHIX BUTPAT Ta BUTPAaTaMH Ha PO3POOKY 1 BIPOBAKEHHS.
Piuna exonomis:
Epiun = 150000 — 74000 = 76000 rpH.
Butparn Ha BIpOBaKEHHS
B = 125500 rpH.

Tepmin OKyITHOCTI BU3HAUAETHCS 32 (POPMYJIOKO:

B 125500
Epiw 76000

(5.1)

Tok = ~ 1,65 poky.

OTXe, MPOEKT MOBHICTIO OKYTMAETHCA MPUOJIA3HO 3a 1,7 POKy, MO € eKOHOMIYHO
JOIIJTEHAM HaBITh T HEBEIUKOTO mianpuemMcTsa. [licis 1mporo cucremMa mpuHOCHTD
YUCTY €KOHOMIIO, 3MEHIIye PU3HKH KiOepaTak 1 3a0e3neuye MiIBHINCHHS HAIIHHOCTI
ta 6e3nepepBHOCTI poboTH loT-Mepexi.

Kpim ¢inancoBoi BUroaw, BIPOBALKEHHS Ma€ TAaKOX CHEPTETHUHUN e(eKT,
a/pke CKOPOUCHHSA KUTHKOCTI 3001B Ta aTak 3MEHIIYE HETPOIYKTHBHE CITOXKHBAHHS
SJICKTPOEHEPTIi HA BITHOBJICHHS POOOTH MPUCTPOIB, MO JIA€ OPIEHTOBHY €KOHOMIIO 710
500 kBT roa/pik.

Bnposamxkennss cucremu aHamizy Tpadiky 3 BHKOPUCTAHHAM METOMIB
MaIlmuHHOTO HaBuaHHA y Mepexkax l[oT € exonomiuno mormuibHUM. Po3poOka
OKYTIA€ThCSI MEHIIT HIXK 32 JIBA POKH, 3a0€3Meuy€e CKOPOUCHHS SKCIUTyaTaIlliHAX BUTPAT
Ha 50 %, maBUIy€e MPOAYKTHBHICTH Tipaili epconaity [ T-Biaauty Ta 3MeHIye pH3UKH
(b1HancoBUX BTpAT uepe3 KioepiamuaeHTH. OKpiM €KOHOMIYHOTO e(PeKTy, CUCTEMa Mae

MO3UTUBHUAM CHEPTETUYHHHA BIUIMB 1 IABUIITYE TEXHOJIOTTUHY O€3MEKy M AMPHUEMCTBA.
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BUCHOBKH

VY kBamdikamiitHii poOOTI PO3B’SA3aHO aKTyallbHE NPHKIAIHE 3aBIaHHS
MABUIIIEHHS KiOepOe3nekn Mepex [HTepHeTy pedei IUIsIXOM 3aCTOCYBAaHHS METO/IIB
MAITUHHOTO (30KpeMa TIIMOWHHOTO) HAaBYAHHS IS aHAMI3y MEpPEx)eBOro Tpadiky Ta
susasiicHHs: DGA-aktusHOCTI B DNS-Tpadiky. Mety poboTn 1ocsSrayTo, a mocTaBiieHi
3aBJaHHS BUKOHAHO B TIOBHOMY 00CSI31.

[IpoanamizoBano cydacHi miaxoau a0 moOymosu loT-1HdpacTpykTyp,
0CcOONMBOCTI iX OaraTOpiBHEBOI apXiTEKTypu Ta crenudiky 3arpos3, MpUTaMaHHHUX
TeTEPOTCHHUM CEPEIOBHUINIAM 3 PECYPCHO-OOMEKEHUMHU BY3JIaMH, IO OOTPYHTYBAJIO
JOIJTBHICTD 3aCTOCYBAHHS 1HTEJICKTYATBHOTO MOHITOPUHTY Tpadiky SK THCTPYMEHTA
PaHHBOTO BUABJICHHS ITKIIJTHBOI aKTHBHOCTI.

CucreMaTH30BaHO BIIOMOCTI MPO ajaropuTMmu renepaiii aomenis (DGA) Ta
BA3HAUCHO, 110 aHAJII3 JOMEHHHX 1IMEH 1 0B’ s13aH0T0 DNS-Tpadiky € nepcnekTHBHAM
HaAIMPAMOM JETEKITli OOTHET-aKTUBHOCTI Ta IHIMAX KibepiHiuaeHTiB y loT-cepenopumii.
Buznaueno BuMorm gm0 TexHojorii posmizHaBaHHA DGA-tpadiky Ta kputepii
OITIHIOBAHHA SKOCTI KiTacupikaiiii, o 3a0e3neumio KOPEKTHE MOPIBHAHHS MOJCTEH 1
BIITBOPIOBAHICTh EKCIICPUMEHTIB.

OO6rpyHTOBaHO MIAXIA MO OpraHi3amii JaHWUX 1 BUKOHAHO MIJTOTOBKY BHOIPOK
JUTsl HABUAHHA Ta TECTYBAaHHA, 30KpEMa 3aCTOCOBAHO PO3AUICHHS MAHWX y MPOMOPIT
75% nuist HaBuaHHs Ta 25% utst TECTYBAHHSA, IO JO3BOJISIE OIIHUTH Y3arajJbHIOBAITBHY
3/1aTHICTH MOJCIICH Ha BIIKJIAICHIA BUOIPIIL.

Po3pobneno Ta ommcaHo mnadImiaiiH IOMEPEIHBOrO0 OOPOOJICHHS MaHUX 1
dbopmyBaHHg HaOOpIB M 3amadi kinacudikamii DGA-1oMeHiB, 10 CTBOPIOE OCHOBY
JUTSI TIOTAJTBITIOTO MACITaOyBaHHS PIMIEHHS Ta PO3MIAPEHHS EKCIEPUMEHTATHHOIT 0a3H.
OmparboBaHO Ta 3aCTOCOBAHO HEHpPOMEpEKeBl MIAXOMHM, NPHAATHI JUIS aHal3y

MOCJTITOBHICHUX CTPYKTYp, 30KpeMa OOIPYHTOBAHO BHKOPHUCTAHHS PEKYPEHTHHX
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HEHPOHHUX MEPEX JUIsl BUABIICHHA 3aKOHOMIPHOCTEH Yy JIOMEHHUX I1MEHaX,
sreHepoBannx DGA.

[IpoBeneHO HaBYaHHS Ta MOPIBHSHHS ABOX MOJENCH Kiachdikarii, BAKOHAHO
OITIHIOBAHHA iX AKOCTI HA TECTOBIM BUOIPIT 32 KOMIUIEKCOM METPHK (TOUHICTH, F-Mipa,
YYTJUBICTD, CTICTIA(DIIHICTD).

Bceranosneno, mo mepmia moxaens 3abesneuye tounicTh 0,9114 mpu F-mipi
0,8659, uyrtnmmeocti 0,8174 1 cnemudiunocti 0,9619, mo miaTBEpmKYy€E 3arajabHy
mpane3AaTHICTh MIAXO0Ay, OJHAK BKa3dye Ha MOTPeOy B MIABHINCHHI ITOBHOTH
BUSABJICHHS. J[pyra Moaelb JIEMOHCTPYE CYTTEBO Kparlll pe3yabrati: TouHicTh 0,9887,
F-mipy 0,9818, uyrmmBicte 0,9869 1 cmemudiunicts 0,9941, mo xapakrepusye
BHCOKHI PiBEHH po3mizHaBaHHA DGA-akTHBHOCTI 32 MIHIMAJIbHOI KUTBKOCTI XHOHUX
cnpamoBasb. [1{o mae 3Mory 3po6uTH BUCHOBOK MPO €(hEeKTUBHICTH 3aMTPOTIOHOBAHOTO
maxoay s aerekii DGA-Tpadiky Ta MOKIHBICTS HOTO BUKOPHCTAHHS K CKIa0BO1

CHCTEM MOHITOPUHTY KibepOesneku [oT-mepex.
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JTIOJNATOK A
IMPOTPAMHA PEAJI3ALISA MOMEPEHBOI OBPOBKH JOMEHIB I
®OPMYBAHHS HABYAJILHUX MACHBIB

# appendix _a prepare_dataset.py
# IlinroroBka maracery DGA/Legit momeHnis: yHidikaumis (opmatiB, MITKH, KOIYBaHHS,
NOTNOBHEHHS 10 73.

from future import annotations
import re

import 0s

import json

from dataclasses import dataclass
from typing import Dict, List, Tuple

import numpy as np
import pandas as pd

MAX LEN =73 # ¢ikcoBaHa IOBXHHA (32 TEKCTOM poOOTH)

SEED =42
(@dataclass
class Paths:
alexa csv: str # nanpuknan: "AlexaTopIM.csv" abo "alexa.csv"
dga 360 txt: str #"360 dga domains.txt"
dga bambenek txt: str # "bambenek dga domains.txt"
out_dir: str # nupexTopist Ui apTedakTiB

DOMAIN RE = re.compile(r"[a-z0-9][a-z0-9\-\.]1{0,252}[a-z0-9]$") # crporieHa
BT AL

def normalize domain(s: str) -> str | None:
"""HopmaJi3alisi JOMEHHOTO IMEHI: HIXKHIH pericTp, 6a30Be OUHIIEHHS.
if not isinstance(s, str):
return None
s = s.strip().lower()

# 3a0upaeMo CXeMH Ta IUISX, SKIIO PAIITOM TPAIMMIIOCh Y CHPUX TaHUX
s =re.sub(r" https?://", "", s)
s = s.split("/")[0].strip(".")

if len(s) == 0 or len(s) > 253:
return None

if not DOMAIN_RE.match(s):
return None

return s
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def'load alexa domains(path: str) -> pd.Series:
Alexa Top Million wacro mae popmar: rank,domain.
Tyt poOuMO MaKCHUMabHO THYYKE YHTAHHS.
df = pd.read csv(path, header=None)
# Sxmo 2 xonoHku: [rank, domain]
if df shape[1] >= 2:
domains = df.iloc[:, 1].astype(str)
else:
domains = df.iloc[:, 0].astype(str)
return domains

def'load txt domains(path: str) -> pd.Series:
"""3aBaHTaKEHHSI JIOMEHIB 13 TEKCTOBOTO (aiiny (1o OJHOMY B PSIIIKY).
with open(path, "r", encoding="utf-8", errors="ignore") as f:
lines = [line.strip() for line in f if line.strip()]
return pd.Series(lines, dtype="string")

def build_vocab(domains: pd.Series) -> Dict[str, int]:
CumBonbHHi cioBHUK. 0 — PAD/UNK.
Tumnosi CMUMBOJIM IOMEHIB: a-z, 0-9, - '".
base chars = list("abcdefghijklmnopqrstuvwxyz0123456789-.")
vocab = {ch: 1 + 1 for i, ch in enumerate(base chars)} # 0 numaemo mix PAD/UNK
return vocab

def encode domains(domains: pd.Series, vocab: Dict[str, int], max_len: int = MAX LEN) -
> np.ndarray:

ITepeTBOpEHHS TOMEHIB Y YMCIIOBI OCTIJOBHOCTI Ta JOTIOBHEHHS 10 max_len.

x = np.zeros((len(domains), max_len), dtype=np.int32)

for 1, d in enumerate(domains):
# KimrouoBUii MOMEHT: CUMBOJIM —> 1HIEKCH CIIOBHUKA
seq = [vocab.get(ch, 0) for ch in d[:max_len]]
x[1, :len(seq)] = np.array(seq, dtype=np.int32)

return x

def main(p: Paths) -> None:
os.makedirs(p.out_dir, exist ok=True)

# 1) 3aBaHTa)KEHHS CUPUX JAaHUX

alexa raw = load alexa domains(p.alexa csv)

dga 360 raw =load txt domains(p.dga 360 txt)

dga bambenek raw = load txt domains(p.dga bambenek txt)

# 2) Hopmanizaris
alexa = alexa raw.map(normalize _domain).dropna().drop_duplicates()


https://www.print-driver.com/?demolabel-en

69

dga 360=dga 360 raw.map(normalize domain).dropna().drop duplicates()
dga bambenek= dga bambenek raw map(normalize domain).dropna().drop_duplicates()

# 3) @opmysanss npoMikaux CSV (sik y poOoTi)

non_dga csv = os.path.join(p.out_dir, "nonDGA domains.csv")

dga 360 csv = os.path.join(p.out_dir, "360 dga domains.csv")

dga bambenek csv = os.path.join(p.out_dir, "bambenek dga domains.csv")

pd.DataFrame({"domain": alexa}).to_csv(non dga csv, index=False)
pd.DataFrame({"domain": dga 360}).to_csv(dga 360 csv, index=False)
pd.DataFrame({"domain": dga bambenek}).to csv(dga bambenek csv, index=False)

# 4) O0’ennanns ta mitku kiacy: 0 — Legit, 1 — DGA

legit df = pd.DataFrame({"domain": alexa, "label": 0})

dga df = pd.DataFrame({"domain": pd.concat([dga 360, dga bambenek],
ignore index=True), "label": 1})

full = pd.concat([legit df, dga df],
ignore index=True).drop duplicates(subset=["domain"])

full = full sample(frac=1.0, random_state=SEED).reset_index(drop=True) #
nepeMilyBaHHs

# 5) Konysanns y uncna + padding no 73

vocab = build vocab(full["domain"])

x = encode domains(full["domain"], vocab, max len=MAX LEN)
y = full["label"].to_numpy(dtype=np.int32)

# 6) 30epexeHHs apTedaxTiB

np.save(os.path.join(p.out_dir, "X domains.npy"), x)

np.save(os.path.join(p.out_dir, "y labels.npy"), y)

with open(os.path join(p.out_dir, "vocab.json"), "w", encoding="utf-8") as f:
json.dump(vocab, f, ensure_ascii=False, indent=2)

full.to_csv(os.path join(p.out_dir, "dataset full.csv"), index=False)

print("Done.")
print(f'Saved: {p.out dir}")
print(f"X shape: {x.shape}, y shape: {y.shape}, vocab size: {len(vocab)}")
if name ==" main_ "
# Ilpukyaa JOKATBHOTO 3anycKy (IIJISIXH aJanTyHTe i CBOK CTPYKTYPY)
paths = Paths(
alexa csv="AlexaTopIM.csv",
dga 360 txt="360 dga domains.txt",
dga bambenek txt="bambenek dga domains.txt",
out dir="artifacts"

)

main(paths)
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JIOJATOK B
KOJI HABUAHHS MO/IEJEI TCN JUISI PO3NI3HABAHHS DGA-
JIOMEHIB

# appendix b train_tcn.py
# Hasuanns neox mopmenedi TCN (perpecist Ta knacudikarist) mis posmizHaBaHH DGA-
JIOMEHIB.

from future import annotations
import json
import numpy as np

from sklearn.model selection import train_test split
from sklearn.metrics import confusion matrix, classification_report

import tensorflow as tf
from tensorflow import keras
from tensorflow keras import layers

SEED = 42
MAX LEN =173

def set seed(seed: int = SEED) -> None:
tf keras.utils.set random_seed(seed)
np.random.seed(seed)

class TCNResidualBlock(layers.Layer):
"""TCN-6110K 13 Kay3aJbHOK 3rOPTKOI0 Ta AraTarieto (kimodosa ines TCN). """
def init_ (self, filters: int, kernel size: int, dilation_rate: int, dropout: float = 0.1):
super(). _init ()
self.convl = layers.Conv1D(
filters=filters,
kernel size=kernel size,
padding="causal", # Kay3aJmbHICTh
dilation_rate=dilation rate, # aunmaTaris
activation="relu"
)
self.dropout = layers.Dropout(dropout)
self.conv2 = layers.Conv1D(
filters=filters,
kernel size=kernel size,
padding="causal",
dilation_rate=dilation_rate,
activation="relu"

)

self. downsample = None
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def build(self, input_shape):
if input_shape[-1] != self.convl filters:
self. downsample = layers.Conv1D(self convl filters, 1, padding="same"
super().build(input_shape)

def call(self, x, training=False):
y = self.conv1(x)
y = self.dropout(y, training=training)
y = self.conv2(y)

shortcut = x if self.downsample is None else self. downsample(x)
return layers.add([shortcut, y])

def'build tcn backbone(vocab size: int, embed dim: int = 32) -> keras.Model:
"""CriapHui 6ek00H st 000X Moneneir."""
inputs = keras.Input(shape=(MAX LEN,), dtype=tf.int32)
x = layers Embedding(input dim=vocab size + 1, output dim=embed dim,
mask_zero=False)(inputs)

# Crex TCN-06J10KIB 13 HAPOCTAIOYOO TUJIATALIEID
fordin[l, 2, 4, 8, 16]:
x = TCNResidualBlock(filters=64, kernel size=3, dilation rate=d, dropout=0.15)(x)

x = layers.GlobalAveragePooling 1 D()(x)

x = layers.Dense(64, activation="relu")(x)

x = layers. Dropout(0.2)(x)

return keras. Model(inputs, x, name="tcn_backbone")

def'build regression _model(vocab_size: int) -> keras. Model:
backbone = build tcn backbone(vocab_size)
outputs = layers.Dense(1, activation="linear", name="score")(backbone.output)
model = keras.Model(backbone.input, outputs, name="tcn_regression")
model.compile(
optimizer=keras.optimizers. Adam(1e-3),
loss="mse",
metrics=[keras.metrics. MeanAbsoluteError(name="mae")]

)

return model

defbuild_classification model(vocab_size: int) -> keras. Model:
backbone = build tcn backbone(vocab_size)
outputs = layers.Dense(1, activation="sigmoid", name="p_dga")(backbone.output)
model = keras.Model(backbone.input, outputs, name="tcn_classification")
model.compile(
optimizer=keras.optimizers. Adam(1e-3),
loss="binary crossentropy",
metrics=[keras.metrics. BinaryAccuracy(name="acc"),
keras.metrics. Precision(name="precision"), keras. metrics.Recall(name="recall")]

)

return model

def main():
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set_seed(SEED)

# Apredaxtn 3 Jonatky A
X = np.load("artifacts/X domains.npy")
y = np.load("artifacts/y labels.npy")

with open("artifacts/vocab.json", "r", encoding="utf-8") as f
vocab = json.load(f)

# KimrouoBuit MOMeHT: po30uTTs 75:25 (sik y poboTi)
X train, X test, y train, y_test =train_test split(
X, y, test_size=0.25, random_state=SEED, stratify=y

)

vocab_size = len(vocab)

# 1) Perpeciiina mognens (taprer sk float 0.0/1.0)
reg = build regression _model(vocab_size)
reg.summary()
reg.fit(
X train, y_train.astype(np.float32),
validation data=(X test, y_test.astype(np.float32)),
epochs=2, # K y poOoTi 1y1st mepiuoi Moaedi
batch_size=4096,
verbose=2

)

reg.save("artifacts/model tcn regression keras")

# 2) Knacudikauiiina moaensb

clf =build classification model(vocab_size)

clf summary()

clf fit(
X train, y_train.astype(np.float32),
validation data=(X test, y_test.astype(np.float32)),
epochs=10, # stk y poOoTi anst Apyroi Monei
batch_size=4096,
verbose=2

)

clf.save("artifacts/model tcn classification.keras")

# IlIBunka ouinka (kmacudikarris)
p = clf predict(X test, batch size=8192).reshape(-1)
y_pred = (p >= 0.5).astype(np.int32)

cm = confusion matrix(y_test, y_pred)
print("Confusion matrix:\n", cm)
print(classification report(y test, y pred, digits=4))

if name ==" main_ "
main()
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JTOJATOK B
KOJI OITHIOBAHHSI IKOCTI MOJIEJIEN TA BI3YAJIIBALITL
PE3VJIBTATIB

# appendix c_evaluate and plots.py
# Po3paxyHOK METPHK SIKOCTI Ta Bi3yasi3allis MaTPUL{ TOMHUJIOK.

from future import annotations
import numpy as np

from sklearn.model selection import train_test split
from sklearn.metrics import confusion matrix, precision_score, recall score, fl score,
accuracy_score, mean_squared_error

import matplotlib.pyplot as plt
import seaborn as sns
import tensorflow as tf

SEED = 42

def sensitivity recall(y_true, y pred) -> float:
return recall_score(y true, y_pred, pos_label=1)

def specificity(y _true, y pred) -> float:
# cnermdiunicts = TN / (TN + FP)
cm = confusion_matrix(y_true, y_pred)
tn, fp = cm[0, 0], cm][0, 1]
return float(tn / (tn + fp + le-12))

def main():
X = np.load("artifacts/X domains.npy")
y = np.load("artifacts/y labels.npy")

X train, X test, y train, y_test =train_test split(
X, y, test_size=0.25, random_state=SEED, stratify=y

)

clf = tf keras.models.load _model("artifacts/model tcn classification keras")

p = clf predict(X test, batch size=8192).reshape(-1)
y_pred = (p >= 0.5).astype(np.int32)

# KirouoBi MeTpHuKH (K y TaOIUISIX/OTHCl)

acc = accuracy_score(y_test, y_pred)

prec = precision_score(y_test, y_pred, zero_division=0)
rec =recall score(y test, y pred, zero division=0)

fl1 =f1 score(y_test, y pred, zero division=0)
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if name ==" main_ "

mse = mean_squared_error(y_test.astype(np.float32), p.astype(np.float32))

sens = sensitivity recall(y test, y pred)
spec = specificity(y_test, y pred)

print("Accuracy:", acc)
print("Precision:", prec)
print("Recall (Sensitivity):", sens)
print("Specificity:", spec)
print("F1:", 1)

print("MSE:", mse)

# Matpurist TOMHIJIOK

cm = confusion matrix(y_test, y_pred)

plt.figure()

sns.heatmap(cm, annot=True, fmt="d", cmap="Blues")
plt.xlabel("Predicted")

plt.ylabel("True")

plt.title("Confusion Matrix (DGA classification)")
plt.tight _layout()
plt.savefig("artifacts/confusion_matrix.png", dpi=200)
plt.show()

main()
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JOJATOK T
MPUKJIAL BHKOPUCTAHHS HATPEHOBAHOI MOJIEJI JJTISI AHAJII3Y
JIOMEHIB

# appendix_d_inference.py
# IndepeHc: 3aBaHTaXXEHHS MOJIENI Ta OIiHKa HMoBipHOCTI DGA ast 3a1aHUX JOMEHIB.

from future import annotations
import json

import numpy as np

import tensorflow as tf

MAX LEN =173

def normalize domain(s: str) -> str:
return s.strip().lower().replace("https://", "").replace("http://", "").split("/")[0].strip(".")

def encode(domains: list[str], vocab: dict[str, int]) -> np.ndarray:
x = np.zeros((len(domains), MAX LEN), dtype=np.int32)
for 1, d in enumerate(domains):
d = normalize domain(d)
seq = [vocab.get(ch, 0) for ch in d[:MAX LEN]]
x[1, :len(seq)] = np.array(seq, dtype=np.int32)
return x

def main():
with open("artifacts/vocab.json
vocab = json.load(f)

, "'t", encoding="utf-8") as f:

model = tf keras. models.load model("artifacts/model tcn classification keras'")

test domains = [
"google.com",
"microsoft.com",
"xj3kq9a-zz1p0.com",  # ymoBHwmii npukian "cxoxoro Ha DGA"
"ab12cd34ef56.org"

]

X = encode(test domains, vocab)
p = model.predict(X).reshape(-1)

for d, prob in zip(test domains, p):
label = "DGA" if prob >= 0.5 else "Legit"
print(f'{d:25s} p(DGA)={prob:.4f} -> {label}")
if name ==" main_ "
main()
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